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M1/HI/CTEPCTBO OspA3OB AHtAfl tA HAyKtA POCAA\CKOfi OEAEPAUIA|A

4E nApTAM E HT TOCyAAPCTB E H H O il nOn4t UKtl B CO E P E
.(

osulEr-o osPA3oBAHU8
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o{ro Man2018 r. N o8-1184

o HAnPAB nEHVtA I/HOOPMAUI/t/
j

flenapraueHT rocyAapcraeHHofi nortArtAKtA e cQepe o6qero o6paaoeaHua Muuo6pHayKtl Poccuu

HanpaBnneT MA cBeAeHnfl pa:pa6oraHHbte Bperr,reHHofi ronanccneil Coeera <De4epaqrr no

pa3Byrrnro raHQopvaqnoHHoro o6ulecrea MeroAnqecKre Perconae.HAL\tAt o pa3Mel4eHun Ha

raHQopuarlroHHbtx creHAax, oQuqnanuHutx t4HTepHer-cafirax n Apyrttx uHQoptuaqnoHHblx

pecypcax o6r4eo6pa3oBare.nbHbtx opraHvzaquh u opraHoB, ocyt4ecrBnnrcu{vlx ynpaBneHr'le B

cQepe o6paaoeaHnn, raHQoprr,,|arlran o 6eEonacHou noBeAeH4n tA hCnOnb3oBaHVVt CeTvl

"lz1HTepHer".

,{u perrop flena pra u eHra

A.E.NETPOB
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M ETOAnq ECKI/ E PEKOM EH p/.U,V1V1

O PA3 M E IJ]EHIAU HA 1/ H OO P MAljl/ O H H blx CTE HAAX, OO 1,4 LII/M b H blx

1/ HTE p H ET- CA ilTAX tA Apy f tAX 14 H O O p MA q t/ O H H b I X p ECyPCAX

o 5 r! Eo 5 PA3 O BAT Er b H b rX O P r-AH 14 34 utAn U O p r-A H O B, O Cyrl] ECTBI fl lo Ul t4X

yn PAB/| E H 1/ E B CO E P E O 5 PA3O BAHtAfl , 1/ H OO p MAUUTA O E E3O nAC H O M

n o B E4 E H IAIA lA n C n OI b3 OB AHIAIA CEI lA " t4 HT E p H ET"
.'.

3rcnepraur v L{.neHaMr BpenaeuHofi KoutAcct tA Coeera Oe4epar-4rara no pa3Bmrrto
nuQopvaqnoHHoro o6t4ecrea B paMKax Bbrno.nHeHiln peKoMenqaquil napnaMeHTcKt4x cnywaanh
"AKryaluHbre Bonpocst o6ecnel{eHnfl 6eaonacsocrn n pa3BnrtAn 4erefi a ranQopvlal{/loHHoM

npocrpaHcrBe", Koropbte npourril a Coeere <De4epa4nn 17 anpena 2017 r., 6unu paapa6oranur

MeroAt4L{ecKre peKoMeHAaLlnr o pa3MeqeHnv Ha rnQopMallnoHHbrx creH4ax, oQnqnaabHbtx
rHrepHer-cafAraxu ApyrtAx rnQopuaqiloHHbrx pecypcax o6r4eo6pa3oBare,nbHbrx opraHnza4wil n

opraHoB, ocyr4ecrBncrcr4rx ynpaBneHre e cQepe o6paaoeaHtAfl, nHQopvrar-qutl o 6esonacHorvt

noBeAeHnv tA tAcnonb3oBaHnn cern"VlHTepHer" (Aaaee - MeroAlrr{ecKne peKoMeHAa4uu).

Mero4n vecrue peKoMeHAaq'nv HanpaBneHbr Ha KaqecrBeHHoe noBbluJeHne ypoBHF

rHQopvaqnoHHofi AeflTe/rbHocn4 o6qeo6pa3oBarerbHbrx opraHuaaqrfi n opraHoB,

ocyqecrBnflrculilx ynpaBneHrzre e cQepe o6paaoeaHtAA, B '.{acrL1 ranQopvrapoBaHnF yqauluxcn, t/lx

po4ureneft (aaroHHutx npeAcraBilrenefi) n neAarornqecrrx pa6ornuroe o6 ocHoBHbrx acneKTax

rHQopruaqroHuofi 6esonacF{ocrm. ;
Mero4uvecKile peKoMeHAal{klrl no3Bo.nflT o6uleo6pa3oBarenbHbrM opraHV3aqlAAM 14 opraHaM,

ocyl-qecrBnfllou-14M ynpaBneHne a cQepe o6paaoeaHvrt, arryanvtsupoBarb yxe ilcnonb3yeMbte il
pa3Mer4eHHure rzrHQopMaLlLroHHbre firareptAanbt, TaK v noAroroBlrrb krx B cnyqae ilx orcyrcrBtt+ c

yqeToM nyqLxL1x npaKTklK 7l peKoMeH4aqnit.

B paurax nlerb4uvecKnx peKoveH4aqnft paccMarpvrBatorcfl cneAypr4re nHcrpyMeHrbr:

1 . ra nQoplaaLliloHHbre creHAbU

2. oQtn1na.n b H br e il Hre p Her- pecypcbr;

3. cpe4crea MaccoBofi rnQoprraaqnu (urrorunure ra3erbr, neAarorilLrecKile u31aHnfl u gpyrne).

l/ nQoprr/la r1iloH H br e cTeHAbl

Ha rnQopMalliloHHbrx creHAax e o6qeo6paaoearerbHbrx opraHn3al{rrnx, pacnonoxeHHbrx B

Qofie yL{pexAeHvil u e ra6ruerax, ocHat4eHHbrx nepcoHarbHbrMr4 ycrpoficreaMV Mf, BbrxoAa B

cerb "7lHTepHer", peKoMeHAyercn pa3Mecrnru nHQopMaLliloHHbte naMflTKt4, coAepxau-{ile

ocHoBH br e co Berbr no o6ecneqeH h to n nQoprrra qro n nofi 6esonacHocn4 yqa r4nxcfl .

B n K MeroAklqecKhM peKoMeHAaL{vrFM npeAcraBneH o6paaell naMflTKtA MA
pa3MeqeH tAA Ha nnQoprua qiloH H brx creHAax.

Cpe4crea uaccoeofi ruQopuaqnu

B cpe4creax MaccoBofi rHQopMaqntA, opileHTilpoBaHHbrx Ha o6yvarculhxcn, peKoMeHAyercn B

TeL{eH!4e yve6uoro roAa perynflpHo ny6nuroearu nHQopMaLliloHHbre Marepua.nbr, nocBflt4eHHbte

httn'//len:lanls nrldnn/nismn-minnhrnarrki-rnssii-nt-'l4O52O1A-n-OR-1'lR4-n-nanravlenii/
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orAenbHbrM acneKTaM ilHQopMaLlnoHHofi 6esonacHocrt , a raKxe pa3nnL{Hbre naMflTKra o6t4ero
xapaKrepa.

B cpe4craax MaccoBofi rrrHQopMaqtAtA, opneHTilpoBaHHbrx Ha neAarorilqecKyrc o6r4ecreeHHocrb,

peKoMeHAyercfl B TeqeHne KaneHAapHoro roAa perynflpHo ny6nuroearu rHQoprrraqhoHHbre

Marep14a.nbr, nocBfluleHHbre orAenbHbrM acneKTaM nHQopn,taqnonnofi 6egonacHocru KaK

ne,toeepr-ueHHorerHux, TaK n o6qeo6pa3oBare.nbHbrx opraunaaqrfi, a raKXe pa3nilL{Hbre

naMFTKl4, o6aopur HopMarrBHo-npaBoBoro perynnpoBaHnn 4annofi cQepur u uHQopuallr4ro o

aKTyanbHbrx Meponpiawtax u co6utnax B AaHHofi cQepe.
a

B xo4e npoBeAeHilr E4unoro ypoKa no 6esonacHocrur B cerk'r "l2lHTepHer" peKoMeHAyercn

o6ecneqrrb BbrnycK TeMarnqecKoro BbrnycKa cpeAcrBa ruaccoeoft nnQopH,taqvin nn6o cepvitA

ny6nu<aqnil, cpegu Koropbrx paccMorperb opraHil3oBaHHbre Meponpnqrv+ MA o6yvaror4vtxcr',

,.1/x 

poAr4Terefi (aaroHHbrx npeAcraBnreaeft) il neAarorurqecroft o6r4ecreeHHocrr4.

Qn qrar uHure lz1 HrepHer-pecypcbl

O6qeo6pa3oBare.nbHbrM opraHn3allvreM peKoMeHAyercff Ha cBor4x oQrquaauHurx L4xrepHer-

pecypcax o6ecneqnrs QyurquoHLlpoBaHhe caMocroflTe,nbHoro h cneL{kranil3vrpoBaHHoTo pa3Aena

"TlnQopnltaLluoHHaF 6e3onacHocrb", B paMKax Koroporo npeAycMorperb pa3Mer4eHne

cneAylor4efi n nQopv aqnn:

aKrbl B cQepeQopvare *PDF napaMerpaM cKaHnpoBaHVA. Paaueqaorcn AoKyMeHrbr,
pernaMeHrnpyrclr{re opraHr3allnto v pa6ory c

nepcoHanbHbrM14 AaHHbrMvr, n.flaHbr lueponpnnrufi no

o6ecneqeuuto nHQopvaqnonaoh 6egonacuocrn

o6yva ro q vxcA tA 4pyira e.

Konnu fly6nraryrorcn aKryanbHbre cBeAeHhF o Qe4eparuuutx vl

AOKyMeHTOB BperhoHanbHbrx 3aKOHaX, nnCbMaX OpraHOB BraCTh tA Apyfne

Qopuare *PDF HopMarilBHo-npaBoBbre AoKyMeHrbr, pernaMeHTilpytou4ile

o6ecne.{eF{14e unQoprrraqmoHHoft 6esonacHocrvl

3.[1e4arorr1L]ecKilM Tercr
pa6ornnrau crpaHnLle

CAVTA

Konuu

AOKyMeHTOB B

Qopuare *PDF

4.O6yvarcr4ilMcfl Tercr HaPasnaeulaercfl rHQoplaqiloHHan naMflTKa (nprnoxeuue N 2)

NPaa4ea/noApa3Aen <Dopuar

npeAcTaBneHvrF

MaTep14anoB

1..floraaunsre

HOpMaTilBHbre

Konuu

o6ecneqenrs
urnQopruaqrouHofi

6esonacHocrLl

o6yvarcr4raxcn

2.HoprrrarnBHoe

perynnpoBaHue

Co4epxa H L4 e Marepila.n oB

j

Paaver4atorcn Kont v AoKyMeHToB, T.e. cKaHmpoBaHHurft

AoKyMeHToB BBapnaHr AoKyMeHTa, coorB"ercreyrcl4wfr rpe6oaaHrnv K

HecoBeplueHHorerHk'rx. ,{onycraercn BMecro ronnil
pa3Mer4arb rnnepccbr.nKn Ha cooTBeTcrByroull4e AoKyMeHTbr

Ha cafirax opraHoB rocyAapcreeHHofi Bnacrv,

Ha Paaveqarclrcn MeroArlqecKue peKoMeHAaLlru 14 yKa3btBaercn

nHQopvaqut o Meponpnf,Tvttx, npoeKrax r nporpaMMax,

HanpaBneHHbrx Ha noBbruJeHhe ranQoprraaqvonaoit

rpaMorHocril neAaron4qecKilx pa6orHnroe.

httn'//fenafanJs nrldnn/nismn-minnhrnattki-rnssii-nt-140-52D1A-n-OR-1'184-n-nanravlenii/
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crpaHrLle n yKa3brBaercF ilHoopMaLlilF o Meponpv9'rvFx, npoeKTax il
carTa nporpaMMax, HanpaBneHHbrx Ha noBbllueHne

il H 0 o p M a qu o H H o fi rpa M orH o cryl o 6yL{ a rcl t4l/ xcq.

5.Po4rrennu Tercr naPaeuet4aercfl trHQopuaqiloHHaf, naMRTKa (qpilnoxeHhe N

. (raroHHurr,rr crpaHnlle 3).
(pe4craenrernv) cahra
o6yvarcqnxcn

6..{ercrne Tercr ua Pasuer4aerce mnQoprr,raqran o peKoMeHrqyeMbrx K

cTpaHn4e ilcno.nb3oBaHL4roeyve6uorr,r npollecce6esonacHurxcafirax,
cailta 6auHepur 6esonacFrsrx AercKnx caftroe.

+
6esonacFitre

cafirur

Oprauau, ocyqecrBnntor.t1tzrM ynpaBneHhe e cQepe o6paaoeaHrn, peKoMeH.4yercn Ha cBor4x

'oQraqraanbHbtx lzlHrepHer-pecypcax o6ecneqrru QynrqnonupoBaHhe caMocronTe.nbHoro n

cneLlilann3ilpoBaHHoro pa3Aena "[4uQopuaLluoHHaR 6e3onacHocrb", B paMKax Koroporo

n peAycMorperb pa3MeuleH ue cne4yrcqefi m HQopM a qil il :

flprroxenue N 1

. 
NAMFTKA

4r n o6yr{Aro tl]l/xcfi o 5 1/ H oo p MALil/ o H H o lZ 5 E3o nAc H ocrn AETEitt
HE/f b3fl t'
1. Bceu noApFA coo6r4aru cBoro qacrHyp r,rHQoprraarlnrc (Hacrort4ne rvR, Qaunnurc, teleQon,
aApec, HoMep r.rJKo/rbr, a raKxe QororpaQt tA cBotA, ceoefi ceMbu u 4pyeeft);

2. Orrpulearb B.noxeHHbte Qaftnur sneKTpoHHofi noqtut, r6r4a He 3Hae[ub ornpaB]4TenR;

3. l-py6raru, nptAAnparbcs, oKa3brBarb AaBneHne - Becrn ce6s ueeex.nnBo il arpeccuBHo;

4. He pacnopnxaficn 4eHuTaMr rBoefi ceuuyr 6ee paspeueHilfl crapuux - BcerAa cnpauluaaft

po4nrereil;

5. He ecrpevafics c TlHrepHer-3HaKoMbrMr/ B peanbHoia xnEnn - nocoBeryilcn co B3poc.rtbtM,

KoropoMy AoBepf,e[ub.

OCTOPOXHO

1. He Bce niluyr npaBAy. L{uraeuru o ce6e HenpaBAy e lz'lnrepHere - coo6qn o6 eron,t cBol4M

poAilrenfl M nnh oneKyHaM;

2.llpurnawator nepenilcbrBarbce, ilrparb, o6N4eHnearbce - npoBepb, Her rL1 noABoxa;

3. HesaroHHoe KonnpoBaHile Qafuoe e lz4Hrepnere - BopoBcrBo;

4. Bcer4a paccKa3brBafi espocabtM o npo6aeruax B cern - oHt4 BcerAa noMoryr;

httn'//lenalaets n r/dnn/nismn-minnhrnat tki-rnssii-ot-14O52n1A-n-OR-11R4-n-nanravlnnii/
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u npuBaTHocrtA, qro6bl He norepnTb cBol4 aKKayHTbl B5. l4cnoauayft nacrp ofrru 6eaonacnocrr

coLlcerFX tA Apyfvtx nopranax.

MOXHO

1. Veaxail Apyrilx norb3oBarenen;

2. fttauayerubcn lzlHrepHer-ilcroqHnKov - 4enafi ccblnKy Ha Hero;

3. Orrpureafi roauro re ccbl,nKr'l, B Koropblx yBepeH;

+v
4. O6rqarucH sa noMot4bro B3pocnbrM - poAr/Tenh, oneKyHb/' v aAMnHilCTpaqilfl canToB BcerAa

noMoryr;

5. f1pofi4ur o6yueHre na cafire "CereBnuloK" il noryen nacnopr rlrrrQpoeoro rpax4annHa!

flprroxenue N 2

l/ H ooP MAql/O H HAn nAMfi TKA

' 
Mfl OsvqAoultAxcflAlF PA3MEII]EH71fl

HA OOl/ Ul/M bH blx t/ HTEPH ET-PECyPCM
f

C rax4srrrl roAoM MonoAexn B uHTepHere craHoBtATbcA 6oluule, a'uJKo.nbHtAKtA oAHtA t/3 caMblx

aKTTBHbtx no/tb3oBareaefi PyHera. Mexp;l reM, noMrMo orpoMHoFo Kotlt4HecrBa Bo3MoxHocteft,

uHTepHer Hecer u npo6leuur. 3ra naMFTKa AonxHa noMo..{b re6e 6eaonacHo HaxoAl4Tbcf, B cern.

KounsrcrepHbte BrPycbl

Kounuprepnurfi Bhpyc - 3To pa3HOBI4AHOCTb KOMnbprepHblx nporpaMM, orAtALtATeluHoft

oco6eHHocrbto Koropoft neanercfl cnoco6uocrs r paar,rrHof<eHulo. B 4onolueHue K 3ToMy, Bl4pycbl

Moryr noBpeANTb vnrA no,nHocrbro yHnr{ToxLlrb Bce Qafinut v AaHHble, noAKoHTpo.nbHble

no/tb3oBare,n19, or nMeHn Koroporo 6una 3anyu-{eHa 3apaxeHHaF nporpaMMa, a raKXe

noBpeAnr6 nnvt Aaxe yHnLrroxr4Tb onepaquoHHyp ct4creMy co BceMn Qailnartn e qelon,t. B

6ol ulu u ucTBe cnyqa eB pacn pocTpa Htl lorcn 814 pycbl L{ epe3 il HTep H eT.

Mero4ut 3aqt4Tbt or BpeAoHocHblx nporpaMM:

1. lAcnonysyfi coepeMeHHbte onepaqhoHHbte cilcreMbr, nMepr4he cepbe3Hblfi ypoeeHu 3al4ilTbl

oT BpeAoHocHblx nporpaMM;

2. flocroqHHo ycraHaeluleail naqrn (quQpoeue 3an/tarKn, Koropble aBToMarrL{ecKil

ycraHa1nvBa1grcfl c Llenblo 4opa6orrr nporpaMuut) n Apyrne o6HoeneHnc ceoefi onepaLlnoHnofi

cilcreMbl. C<acnBah ilx ro.flbKo c oQnr-paarbHoro cailta paspa6orvmra oC. Ecnn cyqecrByer

pexu M a BToMaril L{ecKoro o6HoeneH ilff , BK/l tot{ il ero;

3. pa6oraft Ha cBoeM KoMnbprepe noA npaBaMil no/lb3oBarenn, a He aAMilHl/crparopa. 3ro ne

no3Bo.rfl4T 6onuutnncrBy BpeAoHocHbtx nporpaMM nHcralntApoBarbcF Ha rBoeM nepcoHanbHoM

KOMnbtoTepe;

hftn.//fcnafants ruldnnJnismo-minnhrnarrki-rossii-nl-141152fi1A-n-OR-1{R4-n-nanravlanii/
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4. l4cnonyzyh aHrnBnpycHbre nporpaMMHbre npoAyKrbr H3BecrHbrx npoh3BoAnteneil, c

aBToMarnqecKnM o6HoeaeH re[a 6as;

5. OrpaHr,rvu Qnsnvecrnil gocryn K KoMnbprepy AnF nocropoHHnx nuLl;

6. lAcnonyzyh BHeuHue Hocnre.nu unQopruaqun, TaKile KaK Qneurxa, gAcK ttnv Qailn n3
' 
-fmHTepHeTa, 

To.r'tbKo n3 npoBepeHHblx klcToL{HnKoB;

7. He orrpureafi KoMnbprepHbre Qafirur, nonyL{eHHbre il3 HeHaAexHbrx r/crol{Hr4KoB.,{axe re

Qafilur, Koropbre npvcnan reoil gHarouuril. 
"l-lyvr-ue yroL{Hl4 y Hero, ornpaBnnn nt oH re6e ux.

Cerr Wl-Fl

Wi-Fi - 3To He BilA nepeAaL{il AaHHbrx, He rexHo.nornn, a Bcero .nnlrlb 6peH4, MapKa. Eqe a 1991

roAy HvrAepnaHAcKaF KoMnaHrq 3aperilcrp14poBana 6peH4 "WECA", L{To o6osF{aqano

c,fioBocoL{eraHre "Wireless Fidelity", roropurfi nepeBoAr/Tcff KaK "6ecnpoeoAHaf, ToLrHocrb".

,Qo xaurero BpeMeHtA Aou.na Apyran a66peeraarypa, Koropan flBrqercq raroft xe rexHo.nornefr.

Jro a66peeuarypa "Wi-Fi". Taroe Ha3BaHre 6urno AaHo c HaMeKoM Ha craHAapr esrcureft

seyroeofi TexHhKl4 Hi-Fi, qro B nepeBoAe o3HaL{aer "BbrcoKafl To.lHocrb".

fla, 6ecnlarHurfi ilHTepHer-Aocryn B raQe, ore.nflx v a3ponoprax flB.nflercn oran.{Hofi

Bo3MoxHocrbro BbtxoAa B rHTepHer. Ho ruuorre 3Kcneprbr cL{L1TarcT, L{To o6ule4ocrynuute Wi-Fi

cern He FBrFtorcff 6egonacHur',1u.

Coeerur no 6esonacHocrt4 pa6orur e o6ule4ocrynHbtx cerqx Wi-fi:

1. He nepe4aeafi cBoto nnLrHylo NHQopuaqhlo qepe3 o6qe4ocrynHbre Wi-Fi cervr. Pa6oran B Ht1x,

xe,naTe,nbHo He BBoAr4Tb naponil Aocrynar.norhHbl il KaKile-To HoMepa;

2. Vlcnonazyh tA o6uoennh aHTnBnpycHbre nporpaMMbr tA 6paH4rrrayep. Terv caMbrM rbl

o6esonacnuru ce6R or 3aKaL{KtA BtApyca Ha rBoe ycrpoftcreo;

3. flpra ilcno.nb3oBaHnn Wi-Fi orrnrovra QyHr4urc "O6u1trtil gocryn r Qafiaau m nprHTepaM".

,{auuan Qynrqrn 3aKpbtra no yMonqaHilrc, oAHaKo HeKoropbre nonb3oBare.nil aKTnBrpy}or ee A/nf,

y4o6craa ilcno.nb3oBaHVA e pa6ore vinuyue6e;

4. He ucnonyzyfi ny6nuunufi Wl-Fl Anfl nepeAaqtA ntAqHbrx AaHHbrx, HanpmMep AnF BbtxoAa B

coLlhanbHbre ceTil vliltA B 3neKTpoHHyto noqTy;

5. l,,4cnoauayil roruro 3au{ilqeHHoe coeAnHeHne L{epe3 HTTPS, a He HTTP, T.e. npil Ha6ope ee6-

aApeca BBoAr/ ilMeHHo "https://";

6. B vo6ra/tbHoM reneQoHe orK.npLl4 QyHrrlr,to "l1o4r<lrroveHhe r Wi-Fi aBrovaril.{ecK],1". He

4onycraft aBToMarrqecKoTo noAKnrcqeHilF ycrpoilcrea K cerflM Wi-Fi 6es rBoero cornacnt.

CoqnanuHbre ceril

Coqnalsubte ceril aKTilBHo BXoAFT B Haury xu3Hb, MHoThe nr.4vt pa6orarcr m xrByr raM

nocroflHHo, a e Facebook yxe 3aperncrpL4poBaH MnnntAapA qe.noBeK, L{To flB.nnercfi o4Hofi

ce4uvofi ecex xilre.neft n,naHerbr. Mxorne no.nb3oBare,nh He noHilMator, ,-{To rHQopvaq,nn,

pa3MeuleHHaA vuvt B collilanbHbrx cerflx, Moxer 6utrc uafi4ena v tAcnonb3oBaHa KeM yroAHo, B

ToM r{rlcre He o6ssare/tbHo c6narurtn HaMepeHilflMt4.
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OcHoeHute coBerbt no 6esonacHocrkl B col-{ranbHblx cerffx:

1. OrpaHraL{b cnucoK 4pysefi. V re6n B Apy3bFX He AonxHo 6utrs cnyuafinutx t4 He3HaKoMblx

nroAefi;

2. j3aqilqafi ceoto qacrHyro xL13Hb. He yraauteaft napolu, releQoHbl, aApeca, Aary rBoero

pox4eHrrrn n Apyryrc nilqHylo ttHQopuaqrrc. 3loyvtutlttneHHilKl4 Moryr ucno.nb3oBaTb AaXe

raHQ6pprarlurc o ToM, KaK Tbl uTBotA PoNATenn nnaHnpyeTe npoBecTr KaHnKynbl;

3. 3ar4nr4afi ceop penyraLlylro - Aepxil ee B L{r4crore h 3aAaBaft ce6e Bonpoc: xore/l 6ut tut, qro6ut

Apyrne no/t63oBarenL1 BVAenn, r,{To rbr sarpyxaeutu? flo4ytuaft, npexAe qeM qro-To

ony6lnroBarb, Hanucarb v 3arpy3tATbi

4. Ecnu rbt roBopt4tub c nr.Ar,MtA, Koropbtx He 3Hae[ub, He wcnonYzyh cBoe peanbHoe rMR ,1

Apyryrc nrqHy|o ranQoprvraqnn nMA, MecTo Xhre/lbcTBa, MecTo yve6ut il npoqee;

5. lAE6eraia pa3MeqeHnn QororpaQrzrfi e t4nrepHere, rAe rbt n:o6paxeH Ha MecrHocrt/, no

roropofi MoxHo onpqAenhrb rBoe MecronoroxeHre;

6. flpra perucrpallyn4 B coqualuHofi cerv Heo6xo4uttrlo ilcno.nb3oBarb cnoxHble napo.nh,

cocroru-lvre Ns 6yre u qhQp il c Ko.nilqecrBoM 3HaKoB se uexee 8;

7. Nta collilanbHoh ce:nn., novrbt tA Apyrnx cafiroe Heo6xo4utMo l4cnorb3oBaTb pa3Hble naponvl.

Tor4a ecnu re6g B3.noMapr, To 3/royMbru.neHHuKil nonyL{ar Aocryn ro/lbKo K oAHoMy Mecry, a He

BO BCe Cpa3y.

3rerrpoHnbte AeHbril ,t

3lerrpouHbte AeHbril - 3To oLteHu y4o6nurfi cnoco6 nnarexeft, oAH?Ko cylJ-lecrBylor MoLueHHilKLl,

KOTOpbre xoTFT nonyqnTb 3Tn AeHbril.

3nerrpoHnute AeHbrn noABtAtltAC' COBCeM HeAaBHO Vt ilMeHHO 143-3a 3TOrO BO MHOTTX

rocyAapcTBax Ao ctlx nop He nponilcaHo npo Hl4x B 3aKoHax.

B Poccnn xe oHil QyHrqroHilpyloT tA o HtAx yxe nponvlcFHo B 3aKoHe, rAe ilx pa3AenflpT Ha

HecKo.nbKo Bt4AoB - aHoHl4MHbte il He aHoHl,4MHbte. Pasnuqa B ToM, '{To aHoHl/lMHble - 3To re, B

Koropbtx pa3peuaercn npoBoAt4Tb onepaLlmil 6es rrr4eHruQnKaqilh no.nb3oBarerfl, a B

Hea H o H n M H btx rAe HT uQnra4wn n o/r b3o Bare.nf, tl B,nfl ercc o6qsarea u so fi .

Tarxe cneAyer pa3nilLtarb 3neKTpoHHure Qrarnute AeHbril (paaHur rocyAapcrBeHHblM eaarcrau) n

3neKTpo H H ute neQn arH ble AeH bru (ne pa en ul rocyAa pcTBeH H bl M ean rcra v).

OCHoeHute COBeTbt no 6esonacnofi pa6oTe c 3neKTpoHHblM14 AeHbraMu:

1. flpraenxil K cqery vo6nluuurfi reneQou. 3ro cavurfi y4o6Hurfi ra 6urcrputfi cnoco6 BoccraHoBl4Tb

Aocryn K cqery. flpuanraHHurfi reneQoH noMoxer, ec.nn sa6y4er.uu ceoft n.narexnutfi naponb vnvl

aafi4eulu na cafir c He3HaKo-Moro ycrpoftcrea;

2.lAcnonusyfi o4Hopa3oBbte naponr. flocre nepexoAa Ha ycrneHHyrc aBTopil3allilto re6e yxe He

6y4eryrpoxarb onacHocrb KpaXil ilIh nepexBara nlarexHoro naponn;

3. Bur6epra cnoxHurfi naponb. flpecrynHurau 6y4er ne npocro yraAarb cloxHutfi naponb.

Ha4exHure naponn - 3To napo.nu, Koropbre coAepxar He MeHee 8 sHaroe u BK.ntoqator e ce6c

hftn.//fenafarJs nr/dnn/nismn-minnhrnarrki-rnssii-at-'l4rl'i20.1A-n-OR-11M-n-nanravlcnii/
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crpoqHbte n nponrcHbte 6yKBbr, l-14Qpbr r HecKo.nbKo cr4MBo.noB, TaKne KaK 3HaK Ao/tnapa, QyHra,
BocKnnqareruHutft 3HaK h r.n. Hanpruep, $tR0ng!;;

4. He BBoAr4 cBov nvqHbte AaHHbte Ha cafirax, KoropbtM He AoBepneub.

3h.errponHan noL{Ta

d

3lekrpouHan noqra - 3To rexHo.norhfl L1 npeAocraB.nfleMbre etc) ycnyflA no nepecbrnKe n

nonyqeHilto sneKTpoHHbrx coo6r4ennfi, Koropbre pacnpeAenntorcfl B KoMnbprepnoil cerh.

O6urqHo anerrponnuril no.{roeurfi Full4K BurnAAVT cneAyrcr4nM o6paaou:

hMq_no.nbsoi3arenn@LtMeJ oMeHa. Tarxe KpoMe nepeAaqu npocroro reKcra, ilMeercn

Bo3MoxHocrb nepeAaBarb Qafinut.

Ocuoenure coBerbr no 6esonacnofi pa6ore c 3.fleKTponHofi no.{rofi:

;1. Ha4o eur6paru npaenruHurfi no.aroeurfi cepBnc. B nHTepHere ecrb orpouHutft eut6op

6ecnlarnutx noqroBbtx cepBklcoB, oAHaKo nyL{ue AoBepFTb reM, Koro 3Haeulb 14 KTo nepeutfi e

peftrnHre;

2. He yrasureafi B nvquoil noqre nhL{Hyro rr+rQoprr,rarlraro. Hanpraurep, ,ryLrue eut6paru

" My3bt Kar bH ur fi_Qauar@" vntA "por201 3" BM ecro "TeMa 1 3";

3. Vlcnonyzyil ryeyxtranHyp aBTopu3allnp. 3ro KorAa noMhMo naponn HyxHo BBoAl4Tb KoA,

n prcblnaerr,rsr fi nO SMS;

4. Bur6epr,r cnoxHurfi naponb. flnn rax4oro noLrroBoro Rr4llKa AonxeH 6utru caofi na4exHutfi,

ycroftvnautfi r esaoN,ly naponb;

5. Ecnu ecrb Bo3MoxHocrb Hanncarb caMoMy ceofr nuraHilh Bonpoc, ucnonszyil 3ry

BO3MOXHOCTb;

6. Vlcnonteyfi uecrorbKo noL{ToBbrx Fr{l4KoB. flepeutfi Anfl L{acrHofi nepenvcKtA c aApecaraMil,

KoropbtM Tbt AoBepneulu. 3ro 3/teKTpoHHurfi a4pec He HaAo ncnorb3oBarb nph perncrpaqtAn Ha

Qopyrrrax n cailtax; 
ji

7. He orrpureaft Qafinur n Apyrle B.noxeHk'rfl B nncbMax, Aaxe ecnv oHu npvwnlA or rBot/lx 4pysefi.
.l'fyvure yroL{Hr4 y HtAx, ornpaBnnnv nv IHIA re6e arn Qafinu;

8. flocle oKoHqaHnn pa6orur Ha noqroBoM cepBilce nepeA 3aKpbtrneM BKnaAKh c cafirov ue

aa6y4u Haxarb Ha "BbtfiTt4".

Kw6ep6ynnv+r nnv BilpryanbHoe h3AeBare.nbcrBo

Kn6ep6ynnunr - npecneAoBaHne coo6uleuurnvr, coAepxat4uMt4 ocrop6leHrR, arpeccklto,

3anyrnBaHne; xynvraHcrBo; cor-lnanbHoe 6ofirorvpoBaHne c noMol4bp pa3nnL{Hbtx t4HTepHer-

cepBilcoB.

OcHoeHure coBerbt no 6opu6e c rn6ep6yrnnHroM:

1 . He 6pocailcn e 6oil. Ilyuwnil cnoco6: nocoBeroBarbcn rar ce6n Becrm n, ecnt Her roro, K KoMy

MoxHo o6parurucfl, To BHaqane ycnoKoyrrbcn. Ecnn rut HaqHe[ub orBeL{arb ocrop6aeHtAAMtA Ha

ocrop6neH tAA, To ro.n bKo eu1e 6ol utle pa3oxxeu u ro uQ nnKT;

2. Y np aenafi ceo eil rra 6e p pen yt a4ueil;
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3. AHonnuHocrb B cern MHilMaF. Cyqecreypr cnoco6br BbrflcHLlTb, KTo croLrr 3a aHoHr4MHbrM

aKKayHTOM;

4. He cror/rr Becrn xynhraHcKuil o6paz BilpryanbHoirr xusru. lzlurepHer Qrarcrapyer Bce rBor4

-. ryehcreun tzr coxpaHner ux. Y4anuru rx 6y4er rpafine 3arpyAHr/TenbHo;

'$. Co6rro4afi ceorc BilpryanbHyro qecrb cMonoAy;

6. Vlrnopnpyfr e4uHuvHurfi HerarrlB. O4nopaaoeure ocrop6rre.nbHbre coo6uleHnF nyquJe

r/ rHopr/ poBarb. O6urq no a rpeccilF n peKpau4aercn Ha Haqa.n bHo h ct aguu;

7. 6an arpeccopa. B nporpaMMax o6ruena MrHoBeHHurrrrn coo6r4eHnnMh, B cor-lila.nbHbrx cernx
ecrb Bo3MoxHocrb 6nornpoeKn ornpaBru coo6ulennh c onpeAeneHHbrx aApecoB;

8. Ecnu rbr cBrAerenu rr6ep6ynnwnra. Teon gefictenn; Bbrcrynnrb npon4B npecneAoBarent,

,, noKa3arb eMy, Lrro ero gefrcreun olleHilBarcTcfl HerarnBHo, no4Aep)Karb xeprBy, roropofi HyxHa

ncrAxononAL{ecKafl noMorqb, coo6r4nru B3pocnbrM o Qarre arpeccvrBHoro noBeAeHnfl B ceru.

Mo6NasHurfi rereQoH

CoepeueHHbre cMaprQoHsr r n,naHulerbr corqepxar B ce6e eno.nHe B3pocnufi QyxrqtAoHan, tA

Tenepb oHyt Moryr KoHKypvrpoBarb co craL{iloHapHbrMn KoMnbtorepaMil. O4Haro, cpeAcrB

3au{yfrbt gna no4o6Hbrx ycrpoficre nora oqeHb Maro. TecrrpoeaHtAe v noilcK yfl3Br4Mocrefi e xnx
npoilcxoAnr He raK ilHTeHcvrBHo, KaK Arng flK, to xe caMoe Kacaercfl u uo6unaHbrx npnnoxenufi.

Coepeveusure uo6u.nbHbre 6paysepur y)Ke npaKTuqecKu AorHann Hacro/rbHbre aHa/rorkr, oAHaKo

pacut/peHrae QyHrqrzoHana B.fleqer sa co6ofi 6oauu.ryro c.noxHocrCu rraeHsu.tyto 3aqnuleHHocrb.

,{alero He Bce npota3BoAttTenv BbrnycKator o6HoereHnF',3aKpbrBarclulne KpLlTvrL{ecKne

yF3BLlMocrv MA cBol4x ycrpoftcre. 
._

ocnoeH ure coBerbr 4rnn 6eaonacHocrt4 tuo6rn unoro releQoHa :

Hrqero He flB.nflercn no-HacronuleMy 6ecnaarusru. SyAu ocropoxeH, BeAb KorAa re6e

npeAnararcr 6ecnlarHurfi roHreHT, B HeM Moryr 6urru cKpbrrbr KaKne-To n.narHbre ycnyrn;

flyuafi, npexAe qeM ornpaBurb SMS, Qoro vItA BilAeo. Tur toqno 3HaeuJb, rAe oHil 6y4p e

KOHeqHOM nrOre?

H eo6xo4ra Mo o6HoeanTb onepaqNoH Hylo ct4creMy rBoero cn,ta prQona;

Wcno ntzyil aHT vBvtpycH bt e n porpa M M 6t MA vto6 rl u H utx rer eQo n o e;

He sarpyxafi npunoxeHun or Hen3BecrHoro ncrot{H14Ka, BeAb oHLl Moryr coAepxarb

BpeAoHocHoe nporpaMMHoe o6ecneqeHne;

flocae roro KaK rur eurfi4elub c cailta, rAe BBoAr4n nnqHyto ranQoprvraqure., zaitgn e Hacrpofirn

6payaepa v y Aanv cookies;

flepr,ro4ravecKn npoBepah, KaKile n/rarHbre yc yft aKThBt4poBaHbt Ha rBoeM HoMepe;

flaeail ceofi HoMep lao6nlsuoro reneQona ro,nbKo nloAAM, Koropbtx rbt 3HaeuJb u KoMy

AOBepflerxb;

hftn'//lenalanjs n r/dnnlnismn-minnhrnat tki-rnssii-nt-14O52O1R-n-OR-1'l Rd-n-nanravlcnii/
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Bluetooth AonxeH 6ulrs BbrK.ntoLreH, KorAa rbr vtu He nonb3yeuJbcn. He sa6uteafi ,4HorAa

npoBepFTb 3To.

Online ilrpbr

CoBpenaeHHbte oH.nafiu-vrpat - 9To KpacoLrHbte, 3axBarbrBator4ue pa3BneL{eHua, o6ye4l/Hfltol4ne

corHlr rbtcsL{ L{e.noBeK no BceMy Mr4py. Vlrporu r4ccneAytor 4aHHutft nM Milp, o6u4anrcn Apyr c

ApyroM, Bbtno.nHflpr 3aAaHtAA, cpaxaprcfl c MoHcrpaMu r nonyqarcT onbrr. 3a y4oeonbcrBue oHLl

n/f arFT: noKynatclr ArAcK, on.naL{rBator a6oHev eHT lAntA npno6perator KaKhe-To onLlilvr.

Bce rrn cpe4trea rAyr Ha noAAepxaHt e tA pa3Bnrme nrpbr, a raKxe Ha caMy 6egonacHocru:

coBepueHcrByprcn cilcreMbr aBTopn3allllr4, BbrnycKaprcfl HoBbre narqr4 (qnQpoeure 3an.narKvl

A/nF n porpa v v), 3a Kpbr Ba rclr cA y+3BtAuocrn cepBepo B.

B,.no4o6Hbrx rrpax crot4T onacarbcn He cro.nbKo cBor4x conepHvrKoB, cKo.nbKo Kpaxr rBoero

napo,nn, Ha KoropoM ocHoBaHa cilcreMa aBTopLl3al{uvr 5onawnHcrBa tArp.

ocHoeHure coBerbr nobesonacHocrrl TBoero ilrpoBoro aKKayHTa:

1. Ecnn 4pyrofi ilrpoK BeAer ce6q nroxo vntA co3Aaer re6e uenpvnrHocrtA, sa6norupyfi ero e
cnilcKe nrpoKoB;

2. floxanyfic+ a4MnHttcrparopaM hrpbr Ha nnoxoe noBeAeHre 3Toro urpoKa, xe.narerbHo

npilnoxrrb KaKne-To AoKa3arenbcrBa B BilAe cKpnHoB;

3. He yraaureafi nuqHyro nHQopvaqnn e npoQaftre nrpu; 
.

4.Yeaxail Apyrnx yqacrHilKoB no ilrpe;

5. He ycraHaBnueafi neoQrallha.nbHbte narL{14 t/ MoAbt;

6. Wcnonueyfi croxHbte il pa3Hute napolita;

7. flaxe Bo BpeMf, ilrpbr He crol4T orKrpqarb aHTnBilpyc.

MOryr 3apa3rrb.

<DruuHr nnh Kpaxa.nnqHbtx AaHHbtx

reoft rorranbprep

O6ur.{Hofi rpaxefi AeHer h AoKyMeHToB ceroAHq yxe HnKoro He yAnBtAuJb, Ho c pa3BnrneM

rHTepHer-rexsolornfi 3noyMbruneHHLrKr4 nepeMecrtAntAcs B nHTepHer, vl npoAonxarclr

3a Hu Marb cfl " nlo6tAubt M" 4e.noM.

Tar noneil/tacb HoBaF yrpo3a: ilHTepHer-MoueHHrlqecrBa unu QuwuHr, r.naBHae Llenb Koroporo

cocroytr B nonyL{eHvu ronQuAeHqranbHbrx AaHHbrx no/rb3oearenefi - ,lorrHoB n'naponefi. Ha

anrnnircroM ff3btKe phishing qhraercn rar Qrurnnr (or fishing - pur6Han noBn+, password -

naporu).

OcHoexure coBerbt no 6opu6e c QulunHrou:

1. Cnegn 3a cBot4M aKKayHToM. Ecnn rbr noAo3peBaelub, qro rBofl aHKera 6ulna B3/toMaHa, To

Heo6xo4rzruo sa6aornpoBarb ee n coo6r4vrrb aAurHtAcrparopaM pecypca o6 arov KaK MoxHo

cKopee;

2.1lcnonaayfi 6eaonacHbte ee6-cafirur, B ToM Ltvcne, rHTepHer-Mara3nHoB u noucKoBbtx cl4creM;

flora rbr nrpaellb,

hftn'//lenalaets n r/dne/nismn-minnhrnar tki-rnssii-nf-14O5201 R-n-OR-1 184-n-nanravlenii/
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3. Acnonyzyh c.noxHbte v pa3Hbte naponr4. Tarnu o6paeou, ecnv re6n B3roMaPT, To

3noyMbil.lneHHytKt4 nonyL{ar Aocryn rorbKo K oAHoMy rBoeMy npoQrlrc B cerL'|, a He Ko BceM;

4. Ecnv re6n B3.noMa,nh, To Heo6xo4uuo npeAynpeAilTb Bcex cBol4x 3HaKoMblx, Koropble

4o6aelenut y re6n B Apy3bnx, o roM, qro re6R B3.noMa.nn u, Bo3MoxHo, or rBoeTo nMeHh 6y4er

paccblnarbcn cnaM tA ccri'noA na Qrrru.rurHroBble cafirut;
f" 5. ycraHoBu HaAexnutfi naponu (PlN) Ha vo6nluHurfi reneQoH;

6. Orrrttoqn coxpaHeHile naponn e 6payaepe;
t

7. He orrpureaft Qafilur n ApynAe B.noxeHnF B nilcbMax, Aaxe ecnil oH14 npvuJil'tA or rBot4x ApFel4.

"l'lyvr-ue yroqHil y HtAx, ornpaBntlntA ntA oHt re6e rrr Qafinut.

l-lnQpoean penyraqhn

l-{raQpoean penyrallnff - 3To HeTarnBHafl tAIitA no3nruBHan r,ruQoprvraqv+ B ceril o re6e.

KovnpoueTnpypt4an ranQopri,rarlnfl, pa3MeUleHHaF B hHTepHeTe, MoXeT Cepbe3HblN,t o6paaoHa

orpa3urbcn Ha rBoefi pealsnoil xnsuu. "l-luQpoean penyraq:vt+" - aro reoft nMIAAx., roroputfi

Qopurrrpyerc+ u3 raHQopvraquu ore6e B mHrepHere.

Teoe vecro xnre,nbcrBa, yve6ur, reoe QraHaHcoBoe no/loxeHne, oco6enHocrrl xapaKTepa n

paccKa3br o 6nuzrwx - Bce 3To HaKanrilBaercfl B cerh.

Mnorne noApocrKl4 nerKoMbtcneHHo orHocnTcr r ny6nrraqw nnwtoia raHQoptuaqnu B

lz'lnrepuere, He noHilMac Bo3MoxHbrx nocneAcrBuin,fat Aaxe He cMoxeub AoraAarbcfl o roM, t{To

QororpaQun, pa3Met4eHHaF 5ler Ha3aA, cra.na npuvnHofi orKaSa nphHflTb re6n Ha pa6ory.

Kovveuraphil, pa3Meu{eHre rBomx QororpaQnil u gpyrue geilcrenF Moryr He hcqe3Hyrb Aaxe

noc.ne roro, KaK Tbt r/x yAannwb. Tur ne 3Haeurb, KTo coxpaH'tAn )ry nHQopvaqilrc, nona/la AV oHa

B noilcKoBbte cucreMbt t/ coxpafluracu nA oHa, a ilaBHoe: L{To noAyMarcT o re6e oKpyxapqile

ntoAtA, KoTopbte nail4yt nyBnAnT aro. Hafirr ranQopvraqnto MHoTo neT cnycrf cMoXeT lp6ofi - rar
rar 4o6purx no6pr<4eH nh, TaK r c HaMepeHreM npverHtATb BpeA. 3ro voxer 6utru Kro yroAHo.

OcHoeHute coBerbt no 3aulilre qraQpoeofi penyrarlrarfi:

1. flo4yvrafi, npex4e L{eM qro-To ny6nnroBarb Ll nepeAaBaru y ce6n e 6rore tAnn B coqranuHoft

CCTil;

2. B Hacrpofirax npoQrann ycraHoBr4 orpaHnqeHnn Ha npocMorp rBoero npoQnnn v ero

coAepxnMoro, cAerafi ero ro.nbKo "rynn qpyteh";

3. He pasr',ler4afi il He yrarureafi ranQoprr,rarlilrcl, Koropafl Moxer roro-au6o ocrop6lnrb tAnu

o6nxaru.

Aeropcroe npaBo

CoepelaeuHbte uJKo/t;HtAKtA - aKTklBHbre no/tb3oBarentA qrrrQpoeoro npocrpaHcrBa. O4naro AaneKo

He Bce 3Hator, r{To norb3oBaHile MHorilMh Bo3MoxHocr+Mn rlraQpoeoro Milpa rpe6yer

co6nrc4eHilfl npaB Ha ilHTe.n.neKTyanbHyto co6creeHHocrb.

TepurH "l4HTe.nreKryanbHaF co6creeHHocrb" orHocl4TcF K pa3nilqHblM TBopeHnFM

qe.noBeqecKoro yMa, Haq14Hafl c HoBbtx mao6perenuh u zrtaros, o6ogHaL{aPUlTlx co6creeHHocru

hftn.//lenalanfc rrr/dnn/nismn-minnhrnarrki-rnssiLnt-'140520'lR-n-oR-'11R4-n-nanravlcnii/ 11t22



30.1{J.2U16 <l ll4cbMo> Ml4HObpHayKu Poccut or 14.U5.201E N 0E-11E4 "O HanpaBfleHnu !|H(popMaqht4" (BMecre c "MeroAl4qecKuM[ peKoMeHA...

Ha npoAyKTbr v1 ycnyrvl, u 3aKaHqnBaF KHvrTaMn, QororpaQtAAMvt, rrnoQnluMaMil tA

My3brKan bHbr M 14 n pol/|3BeAeH uF M kI.

Aeropcrne npaBa - 3To npaBa Ha NHTenneKryanbHyro co6crBeHHocrb Ha npokt3BeAeHhn HayKn,

IuTeparypbr tA l,4cKyccTBa. Aeropcrne npaBa BbrcrynarcT B KaqecTBe fapaHTnh Toro, L{To

nHTenneKTyananata/TBopqecKhfi tpya aBTopa He 6y4er HanpacHbrM, Aacr eMy cnpaBe.qrnuBbte

edvoxHocrn aapa6orarb Ha pe3ynbrarax cBoero rpyAa, nonyLl4Tb r3BecrHocrb il npn3HaHre.
Hurro 6ea paape[JJeHnF aBTopa He Moxer Bocnpon3BoAr4Tb ero npoLr3BeAeHue, pacnpocrpaHflTb,
ny6lrvno AeMoHcrpt4poBarb, npoAaBarb, uMnopn4poBarb, nycKarb B npoKar, ny6auvHo
il cn o.n Hfl Tb,+. no Ka3 br Bat J ucno nufl Tb B aQ r pe vnn p a3ueularb e 71 Hre p H ere.

lzlcnonusoBaHne "nhparcKoro" nporpaMMHoro o6ecneqeumfl Moxer npnBecru K MHorilM pt4cKaM:

or norepn AaHHbrx K TBol4M aKKayHTaM 4o 6norupoBKr4 TBoero ycrpoficrea, rAe ycraHoBneHa

He.nera.nbHafl nporpavva. He croLlT TaKXe sa6utaaru, L{To cyt4ecrBytor,nera,nbHbte n 6ecuarHbte

" 
nporpaMMbr, Koropbre MoxHo aahtu B cerh.

O noprane

Cereeu,{or.pQ - reofi ilaeHutfi coBerqilK B cerr. 34ecs rbr MoxeuJb y3Harb o 6esonacHocryl B

cerr noHflTHbrM tA AocrynHbrM q3brKoM, a' npn Bo3HrKHoBeHVu rprruuecrofi cvrya\tAtA

o6parurucg 3a coBerov. A raKxe npnHflTb yr{acrre B KoHKypcax h crarb caMbtM r-lurQpoeurv

rpax4anrnou!

J

l-lpnnoxeHrze N 3

nAMfi TKA Mn P O AUT EnEil O 6 1/ H OO P MALlr] O H H O fi E E3O nAC H OCT U AETEI

Onpe4eaeHile repMilua "urnQopMaqiloHHan 6esonacHocrb 4ereft" coAepxnrcn e Oe4epanbHoM

3aKoHe N 436-03 "O 3ar4hre 4erefi or uHQopMd1vlA,tnpnLrhHqrclulefi epe4 nx 3AopoBbp fl

pa3Bun4ro", perynilpyror.t114M orHor.t.leHnF, cBF3aHHbre c sar4rrofi 4erefi or uHQopvaqnr,
npnvuunrcqefi BpeA tAx 3AopoBbp tA (wnu) pa3BurLlro. Cornacso AaHHoMy 3aKoHy

"tztHQopvalluoHHafl 6esonacnocru 4etefi" - 3To cocroFHre 3au4ilr4eHHocn4, nph KoropoM

orcyrcrByer pncK, ceqgaHHutft c npnl{hHeHileM nnQopvaqrefi BpeAa ilx 3AopoBbro L,t (unu)

Q re r v ecro My, ncilxr4 qecKo My, Ayxo BH o My, H pa BcrBe H Ho My pa3Br1Tr4 ro.

B cwny Oe4epanuHoTo 3aKoHa N 436-03 nnQopnaaqueil, npuununrcr4efi BpeA 3AopoBbro u (unn)

pa3Burt4 ro 4erefi , F Bfl Rercn :

1 . r uQopvr aLIAA, 3a n peu{eH HaA MA pacn pocTpaHeH nF cpeAu Aereil;

2. rrrHQoprrraqnn, pacnpocrpaHeHre roropofi orpaHnLreHo cpeAn 4erefi onpeAeneHHbrx

Bo3pacrH brx rareropu fi .

3. K uHQopMa\vv,3anper4eHuoh gnn pacnpocrpaHeHhF cpeAil 4erefi, orHocl4Tcfl:

4. nuQopvat-lvf,, no6pr4arcqan Aereil r coeeprueHnto geilcreuil, npeAcraBnf,p4yrx yrpo3y r4x

lxvt3HtA u (nnn) 3AopoBbro, B T.L{. npilLryrHeHilrc BpeAa cBoeMy 3AopoBbro, cavoy6nfrctey;

httn'//lenalants nrldnn/nismn-minnhrnarrki-rnssii-at-14O52O1R-n-OR-1'184-n-nanravlcnii/
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5. cnoco6Hocrb Bbt3Barb y 4erefi xe.naHhe ynorpe6urrb HapKorltqecKne cpeAcrBa, ncnxorponHble

v (unu) oAypMaHrBapu-{ne Ber4ecrBa, ra6aqsurc v3Aenwfl, a.nKoronbHyto H cnuprocoAepxau{ylo

npolyKllt4p, nnBo v HantATKtA, N3roTaB.nuBaeMbre Ha ero ocHoBe; npnHfTb yqacTne B a3apTHblx

rrpax, 3a Hr Marbcn npocrliry4ueh, 6po4nxn ra L{ecrBoM mn m non pouafi u N qecrBoM;

.''

6..o6ooroBbtBarcqa+ nnv onpaBAbrBator4an Aonycl4Mocrb HacuntAA t (vnv) xecroKocru nu6o

no6yx4aroqan ocyt{ecrB.nnTb Hacil.nbcrBeHHbre 4ehctana no orHouleHuto K ntoAflM 14 xnBorHbtM;

7. orpurrlaroqan cenrefiHbte LleHHocTtA tA Qoprr,rr,rpytorJ-laF HeyBaxeHne K poAuTenart n (nnn) ApyrilM
q.neHaM ceMbil;

8. on pa e4br Ba ]or4aR n porlt Bon pa BHoe noBeAeH ne;

9. co4epxaqan HeLleH3ypHyto 6paHu;

,:l 0. co4epxa qafl ra HQopvra qil to no pH orpaQr vecroro xapa KTepa.

K ranQopr'aaqnv, pac1tpocrpaHeHile roropofi orpaHrueHo cpeAil 4erefi onpeAeneHHoro Bo3pacra,

oTHOCt/TCfl:

1. raHQopr'aaq:v+, npeAcraBnfleMafl B BilAe nso6paxeHnn nntA onvcaHn+ xecroKocru, QusrvecKoro
n (wnn) ncrxhqecKoro Hacm.nur, npecrynneHVA tAnv nHoro aHrro6t4ecrBeHHoro 4efrctaua;

2. eureureatoll1afl y 4erefi crpax, yxac nnv naHVKy, B T.t{. npeAcraBnreMan B BvlAe nro6paxennn

vnv onncaHt+ B yHilxapu-lefi qeroeeqecKoe AocroTrHcreo Qoprvre HeHach.nbcreeHHofi cMepril,
ga6oreeaHrn, canaoy6nficrea, HecqacrHoro c.nyL{afl, aBaptAtA Ann raracrpoQur u (nnn) vx

nocre4crerfi; t

3. npe4craB.nneMar B BrAe n:o6paxeHuA vntA ontAcaHnfl nonoBbtx orHouJeHilft rrltex4y tuprvunoil
in xenulrzrHofi;

4. co4epxat4an 6pannure c.noBa N eurfaxeHnn, He orHocrll-lt4ecn K HeqeH3ypnofr 6pann.

C yverou aroro Bau npe4rflaralorcfl npaBuna pa6orut B cerm lzlHrepHer MA pa3nrqHblx

Bo3pacrHbtx rareropnfi, co6lro4eHile Koropbrx n03Bjo.nnr o6ecneqnru nHQopuaqnoHHyto

6esonacHocrb Bauux Aerefi .

O6r4ne npaBnna ryna po4weneil

1. HesaeilcilMo or Bo3pacra pe6enra ,4cno.nb3yfire nporpaMMHoe o6ecne.teHne, noMora0u-lee

Qrruurpoearb rA KoHTponrpoBarb raHQopvaqulo, Ho He no.narafirecs no.nHocrbto Ha Hero. Baule

BHhMaHne r pe6enry - rnaeHutfi MeroA 3aqttrbl.

2. Ecnn Baul pe6eHor ilMeer aKKayHT Ha oAHoM tA3 col4nanbHbtx cepBilcbB (LiveJournal,

blogs.mail.ru, vkontakte.ru u r.n.), BHklMare.nbHo r43yr1t4Te, KaKyrc nuQopvaqnp noMel4atoT ero

yqacrHr4Kvr B cBorlx npoQr,rnnx v 6norax, Bt<rttoLlan QororpaQnn t BVAeo.

3. flpoeepure, c KaKnMn ApyrtAMtA cainauv cBF3aH coqraluHutfi cepBilc Baulero pe6eura.

CrpaHruru Baulero pe6enra Moryr 6urru 6esonacHurMvr, Ho Moryr u coAepxarb ccbl.nKn Ha

Hexe.nare/rbHbte v onacHbre cafirur (Hanpuuep, nopHocailT, tAnv caht, Ha KoropoM Apyr
ynoMhHaer HoMep coroBoro reaeQoHa Baurero pe6enra unuBaw AoMauJHt4fi a4pec)

4. I-loor4pnfire Baulnx 4erefi coo6t4ars o6o eceNa crpaHHoM

ocrpo pearnpyfire, KorAa oHn 3ro Aenapr (u:-ra onaceHhfl

hftn.//lcnalanjs rr l/dne/nismn-minnhrnar rki-rnssii-nf-14O520 1R-n-OA-11R4-n-nanravlcnii/
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He roBopFT poAhrenFM o npo6.neMax, a raoKe Moryr Haqarb ncnorb3oBarb l/4HTepHer BHe AoMa vr

[uKonbr).

5. Ey4ure B Kypce cereeoft xt 3HVt Baurero pe6eHra. lzlHrepecyfirecu, Kro L1x Apy3bfl e l,4Hrepner

-TaK Xe, KaK nHTepecyeTecb peanbHblMl4 Apy3bnMh.

Bgspacr or7 4o 8aer

B lz4nrepHere pe6euor crapaercfl nocernrb re vint LrHbre cafirur, a Bo3MoxHo t Lrarbr,

pa3peueHile Ha nocer4eHne Koropbrx oH He nonyqrn 6ur or poAflrenefi. lloarouy poAilrennM

oco6enHo*'nonur"rt 6yay re orqerbr, Koropbre npeAocraBrqtorcn nporpaMMaMn no

orpaHuveHilto klcno.rrb3oBaHLln [4HrepHera, T.e. Po4nreascrmfi roHrpone- vnn ro, r-{To Bbr cMoxere
yBNAerb Bo BpeMeHHbrx Qafirax. B pesyrurare, y pe6eHra He 6y4er ou-tyr4eHyrfl, Lrro 3a HilM

BeAercfl nocroflHHbrfi roHrpo.nb, oAHaKo, poAurenu 6y4yn no-npexHeMy 3Harb, KaKne cafirsr

" 
noceqaer rax pe6euor. fleru B AaHHoM Bo3pacre o6ra4arcr cilrbHbrM L{yBcrBoM ceMbn, oHvr

AoBepL{vrBbr rA He coMHeBaprcg B aBTopr/Terax. OHn rto6cr nrparb B cereBbre urpbr rA

nyrelrlecrBoBarb nb ]rlHrepHery, ncno,nb3yn 3neKTpoHHyro noL{Ty, 3axoAr4Tb Ha caftrur 14 qarbr, He

peKoMeHAoBa H H bre po AVTenAMvt.

Coeerur no 6esonacHocrl4 B ceril l4urepuer pnA 4ercil7 - 8 net

1. Cos4ailre cnncoK AoMauJHklx npaBhn nocer4eHun Tlnrepnera npil yqacrvu 4erefi n rpe6yfire
eTo Bbtno.nHeHnF.

2.Tpe6yilte or Baurero pe6eHra co6apAeHrfl BpeMeHHbrx HopM HaxoxAeHVfl 3a KoMnblorepoM.

floraxnre pe6enry, qro Bur ua6nrc4aere 3a HhM He noroMy qro B6v 3To xoqercn, a noroMy trro

Bur 6ecnoroilTecb o ero 6esonacF{ocrtA tA BcerAa roroBbr eMy noMo.trb.

3. Korrrnsprep c noAKnpL{eHileM r, lr4nrepnery AonxeH HaxoAl4Tbcn e o6qefi KoMHare noA

npncMoTpotvt po4ureaeft. r

4, Wcnonysyfi re cneqman bH bre AercKre noncKoBbte Ma [u Ll H bt.

5. [zlcnorusyfire cpeAcrBa 6rornpoeaHVfl Hexe.narelrbHoro KoHTeHTa KaK AononHeHue K

cra HAa prHovry Po4uren bcKoMy KoHTpon lo.

6. Cos4afire ceuefinurft raerrponnurfi At4tAK, .rro6ur He no3Bo.nnrb AerflM ilMerb co6creennute

aApeca.

7. Snorrapyfire Aocryn r cafirau c 6ecnaarHbrM14 noqroBbrM14 rr4NKaMil c noMot4brc)

coorBercrByroulero n po rpa M M noro o6ecneqeH ilF.

8. flprrryvrare 4erefi coBeroBarbcn c Bavu nepeA ony6rnroBaHreM raroh-nv6o ttHQopua1tAtt

cpeAcrBaMil 3neKTpoHHofi noLrrbr, L{aroB, perilcrpaLlvroHHbrx Qopu r npoQnrefi.

9. Hayvrurre 4erefi He 3arpyxaru Qafiaur, nporpaMMrl. vnv My3brKy 6ea eaLuero cor/racnn.

10. He paspeuraftTe AerFM yrcno/rb3oBaru cryx6br MrHoBeHHoro o6tuena coo6t4eHVAMIA.

11. B "6eabtfi" cnrcoK cafiroB, pa3peuleHHbrx A/nfl nocelLleHhfl, BHocrre ro.nbKo cafirst c xopot-uefi

penyraqr,refi.

12.He ea6ureafire 6ece4oearb c AerbMl4 o6 ux Apy3bFX e l,4nrepnere, KaK ecnu6yt pel{b luna o

Apy3bnx B peanbHoil xnznn.
hftn.//lcnalanJs rl/dnn/nismn-minnhrnarrki-rnssii-nt-140520lR-n-O8-'l1R4n-nanravlenii/ 14122



30.10.2U1E <l tl4cbMo> Ml4HobpHayKu Poccuu or 14.05.201E N 0E-11E4 "O HanpaBneHulil4H(popMaquu" (BMecre c "MeroAl4qecKlrMu peKOMeHA...

13. He 4elafire "Ta6y" 143 BonpocoB no.noBoh xwznu, TaK KaK e l4nrepnere Aern Moryr.nerKo

HarKHyrbcn Ha nopHorpaQnrc unw cailtr;"gnA e3poc.nbtx".

14. llpuyu rre Baulero pe6eHra coo6qarb BaM o rro6urx yrpo3ax nnn rpeBorax, cBF3aHHbtx c

- lz4nrepueroM. Ocraeaftrecu cnorofiHbtMLt t/ HanoMHtlTe AerFM, qro oHvr B 6esonacHocrn, ecntA

. caMn paccKa3anil BaM o cBo/rx rpeBorax. floxearrre nx v nocoeeryfire no4ofiTn eule pa3 B

fio4o6nutx cnyqaffx.

Bospacr4ereft or 9 4o 12ner

*
B 4aHHoM Bo3pacre AerA, KaK npaBn.flo, yxe HacrbrluaHbr o roM, KaKae nuQopvaqile cyr4ecrByer

e lzlHrepHere. Coeep[ueHHo HopManbHo, r-.rro oH14 xornT ]To yBuAerb, npoL{ecrb, yc/rbruJaru. flpu
sToM Hy)r(Ho noMHkrrb, r{To Aocryn K Hexe.nare.nbHbrM Marepna.naM MoxHo /rerKo sa6aorrpoearu
npn noMor4r/ cpeAcre Po4nreabcKoro KoHTponF.

Coeerur no 6esonacHocrrl p1n gereil or 9 4o 12 net

1. Cos4afir" .nrio* AoMauHvtx'npaBun noceuleHiln lr4urepHer npn yLtacrvtA 4erefi n tpe6yhte
ero Bbrno'|HeHnfl.

2.Tpe6yilte or Baulero pe6enra co6ro4eHun Hopla HaxoxAeHnA3a KoMnbprepoM.

3. Ha6lro4afire ea pe6eHrou npra pa6ore 3a KoMnbprepoM, noKaxilTe eMy, t{To But 6ecnoronrecb

o eTo 6esonacHocrvt tA BcerAa roroBbt oKa3arb eMy noMol4b.

4. Kovnuprep c noAKrroqeHileM B [,4HrepHer AoflxeH HaxoAnrbcf, e o6u1efi KoMHare noA

nphcMorpov po4rreaeft. , ''

5. lAcnonazyilre cpeAcrBa 6aorupoeaHnt Hexe/rare/rbHoFQ; KoHTeHTa KaK Aono/tHeHne K

cra H4aprHouy Po4rrenbcKoMy KoH-Tponto.

6. He sa6ureafire npnHilMarb HenocpeAcrBeHHoe yL{acrne B xtA3HtA pe6eura, 6ece4oears c

AerbMr/ o6 ux Apy3bflx e lzlnrepHere.

7. Hactaueafire, qro6ul Aerr4 Hr4KorAa He cor.naua.nncb Ha .nr4L{Hbte BcrpeL{r c Apy3bflMn no

lzlHrepuery.

8. floseonnfire 4ernM 3axoAt4Tb ro,nbKo Ha cafirut t13 "6e.noro" cnncKa, rotoputfi cos4aftre BMecre

C HNMV.

9. llpnyunre 4erefi HilKorAa He BbrAaBarb .nilqHyro raHQopMallilro cpeAcrBaMu 3neKTponHofi

noqrbt, qaroB, cklcreM MTHoBeHHoro o6ueHa coo6qeHnflMV, perncrpaLlL'toHHbtx Qoptut, /lvtL{Hblx

npoQrarefi u npu perrcrpaquv Ha KoHKypcbl e lzlHrepHere.

10. flpuryvmre 4erefi He 3arpyxarb nporpaMMbr 6es BauJero pa3peueHhff. O6ucnnre nM, L{ro

oHt4 Moryr cnyvaftHo 3arpy3rlrb Brlpycbr tAntA Apyroe Hexenare/tbHoe nporpaMMHoe

o6ecne.{eF{ile.

11. Cozgaine Bauletry pe6enry orpaHilqeHHyro yL{erHyro 3anrcb rynn pa6orbt Ha KoMnbprepe.

12. llpnyunre Baulero pe6enra coo6ularb BaM o ato6utx yrpo3ax nnn rpeBorax, cBF3aHHblx c

!4nrepHerou. HanouHnre AerflM, riro oHLr B 6esonacHocrvt, ecntA caMil paccKa3anr BaM o cBol4x

TpeBorax r onaceHilFX.

hftn'//lcnalants ntldne/nismn-minnhrnatrki-rnssiLnt-14O52OlR-n-O8-1184-n-n:nravlenii/



30.10.2U1E <l lr4cbMo> Ml4HoopHayKu Poccuv or 14.05.2U1E N 0E-1164 "O HanpaBneHuh ]4H(popMaqhx" (BMecre c "MerOAl4qecKuM[ peKoMeHA...

13. PaccraxnreAerFM o nopHorpaQnn e TlnrepHere.

14. Hacraueafire Ha roM, qro6ur Aerh npeAocraBnflnv BaM Aocryn r ceoefi 3neKTpoHHofi noqte,
qro6ur etty6e4nn/cb, Ltro oHtl He o6t4arcrcn c He3HaKoML{aMu.

l. 15. O6tqcF{ure AerflM, qro He.nb3F Llcno.nb3oBarb cerb Arnfl xynilraHcrBa, pacnpocrpaHeHrfl
' 

fcnneTeH nnvyfpo3.

Bospacr4erefi or 13 go17 ner

B sTOr\4. BO3paCTe nOApOCTKT/ aKTTBHO UCnOnb3ytoT nO!4CKOBble MaUJilHbl, nonb3ytOTCF

3neKTpoHHoil noqroii, cnyx6aMn MrHoBeHHoTo o6veHa coo6u4eHnrMm, cKaL{ilBarcT My3btKy 7l

Qnasuur. Maru,luraM B 3ToM Bo3pacre 6onuure no HpaBy cMerarb Bce orpaHVqeHnfl, oHu xaxAyr
rpy6oro rcMopa, a3aprHbtx nrp, KaprilHoK "Arfl eapocnutx". fleeovrn npeAnoqmrapr o6t4arucn e
qarax, npn aroM oHt4 ropa3Ao 6oaee L{yBcrBLlTerbHbt K ceKcyanbHbtM AoMorarenbcrBaM B

lzlHrepHere.

3avacryo e 4aHiorr,t Bo3pacre poAilTennM yxe BecbMa cnoxHo KoHTponupoBarb cBoLlx 4erefi, rar
rar o6 lz1nrepuere oHu yxe 3Hapr 3HarlilTe.nbHo 6orulue cBot4x po4nrelefi. Teu He MeHee, He

ornycrafire 4erefi B "ceo6o4Hoe nnaBaHhe" no L4nrepHery. Crapafirecb aKTnBHo yqacrBoBarb B

o6uqenmu pe6eHra e [r4HrepHere.

BaxHo no-npexHe,rtry crporo co6arc4arb npaBilaa lzlHrepHer-6esonacHocrt4 - cor.naueHhe MexAy

poAnrenFMh h AerbMn. Kpoue roro, ueo6xo4r,rMo KaK MoxHo L{aqe npocMarprlBarb orqerbl o

AeRTenbHocn4 4erefi B 14nrepHere. Cre4yer o6parrru BHnMaHhe Ha Heo6xo4rMocrb

co4epxaHrn poAnrenbcKt/x napoleft (naporefi aAMtAHtAcrparopoB) B crporoM ceKpere n

o6paruru BHI/MaHt4e Ha crporocrb 3Ttlx napolefi.

Coeerur no 6esonacHocrll B sToM Bo3pacre or 13 4o 17 net

1. Cos4aftTe cnrcoK AoMa[uHnx npaBiln noceqeHiln L4HrepHera npil yqacrnn noApocrKoB 1/

rpe6yfire 6e:ycloaHoro ero Bbtno.nHeHuF. 06roeoprare c pe6eHKoM cnilcoK 3anpel4eHHblx

cafiroe ("vepnsrfi cnucoK"), qacbt pa6orut e lzlHrepHere, pyKoBoAcrBo no o6qeumlo B lz'lHrepHere

(e rol,t qnc.ne e varax).

2. Kovrnuprep c noAKnpL{eHneM K ceril l4nrepHer AonxeH HaxoAvtrbcn e o6qefi KoMHare.

3. He aa6ureafire 6ece4oearb c AerbMr4 o6 ttx Apy3bnx e lzlHrepuere, o roM, L{eM oHu 3aHFTbl

TaKilM o6paaona, 6y4ro per.{b r4Aer o Appbnx B peanbHoil xuznu. Cnpaulraeafire o .nrclARX, c

KoropbtMr4 4erra o6r4atorcn nocpeAcrBou clyx6 MrHoBeHHoro o6veua coo6l4eHnf,MtA, qro6ut

y6e4nrucn, qro 3Tl4 nrcAn rM 3HaKoMbl.

4. Wcnonyzyfite cpeAcrBa 6lorupoea+V+ Hexe.nare/tbHoro KoHTeHTa KaK AononHeHile K

cTa HAa pTHOtvty Po4rren bcKoMy KoHTpon to.

5. Heo6xoAr4Mo

MoAepilpyeMblx

6. Hacraueailre
lzlnrepuer.

7.llpvyunre 4erefi He BbtAaBaTb cBoto nilqHylo urHQoprvraqrlo cpeAcrBaMn 3neKrpoHHoil noqtut,

LtaroB, culcreM MrHoBeHHoro o6vesa coo6t4eHnRvr, perncrpaqiloHHblx Qopv, .flnqHblx

3Harb, KaKnMt4 qaraMm nonb3yprcq BauJil Aern. l-looqpnftTe vlcnonb3oBaHile

qaTOB m HacTailBailte, qrO6ut AeTil He o6t4anrcu B npl4BaTHoM pexrMe.

Ha roM, ,.tro6ut Aern HnKorAa He Bcrpeqanilcb rl4t{Ho c Apy3bflMtA lA3 cerv

hftn.//lenalanjs rrr/dnn/nismn-minnhrnattki-rnssii-nt-14O520'18-n-O8-11R4-n-nanravlcnii/


