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I'nasHad Kogexchl CypebHas Npaxktvka WHpopmMaLs O npoekre

) NPABOBLIE AKTh POCCUMACKOM GEAEPALINY TISERING Ay

<Muncbmo> MnHo6pHayku Poccum ot 14.05.2018 N 08-
1184 "O HanpaBneHn nHpopmauuumn" (Bmecrte C
"MeToan4YeCKUMU peKoMeHJaumaMm o pasmMmeLlieHnn
Ha MHPOPMaLMOHHbLIX CTeHAaX, 0pULMaAJIbHBIX
WHTEepHeT-caTax U Apyrux MHPopMaLMOHHbIX
‘pecypcax obLieo6pasoBaTes/ibHbIX OpraHn3aunn v
OpraHoB, OCYLLeCTBAIOWMX yrpaB/ieHue B chepe
o6pasoBaHus, MH$OpPMaLMU 0 6e30NacHOM
noBeAeHUM U NCNOJIb30BaHUUM ceTu "VIHTepHeT")

20 okTabpna 2018 . 5:33
MWHUCTEPCTBO OBPA3OBAHWA U HAYKM POCCUMCKOW ®EAEPALINI

JEEMAPTAMEHT rOCYAAPCTBEHHOM NOJINTUKN B COEPE

OBLLErO OBPASOBAHUA

NnMCbMO

oT 14 mas 2018 1. N 08-1184

O HANPABMEHNN NH®OPMALINA

#

JlenapTaMeHT rocyapcTBEHHONM NOANUTVKK B cdepe o6u.|,éro obpasoBaHua MuHo6pHayku Poccun
HampaBAseT A1s CBejeHWs paspaboTaHHble BpemeHHoli komuccrei Coseta ®ejepaunn Mo
PasBUTMIO UHPOPMALMOHHOTO o06LLecTBa MeTojuyeckMe pekomeHAauun O pasMeLleHun Ha
MHPOPMALIMOHHBLIX CTEHAAX, OGULMaNbHbIX WHTEepHeT-CaiiTax W ApYrvX WHGOPMaLMOHHBIX
pecypcax 06Lleo6pasoBaTeNbHbIX OpraHM3aunii 1 OpraHoB, OCYLLECTBAAIWMX ynpasieHue B
chepe ob6pasoBaHus, WHPopMauum O 6e3onacHOM NoBejeHMN W UCNO/b30BaHWUN  CETW
"MHTepHeT".

AvipekTop JlenapTtaMeHTa

A.E.TTETPOB

MpunoxeHne
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METOANYECKWNE PEKOMEHOAL MU
O PASMEWEHUN HA NHOOPMALIMOHHbBIX CTEHAAX, OPUNLINA/TBbHbBIX
WHTEPHET-CANTAX 1 APYTUX UH®OPMALIMOHHBIX PECYPCAX
OBLLIEOBEPA3OBATE/IbHbLIX OPFAHU3ALA 1 OPTAHOB, OCYLLECTBASIOLLMX
YMNPABJIEHME B CPEPE OEPASOBAHNA, NH®OPMALIN O BE3OMNACHOM

NOBEAEHWU N UCTTOJIb3OBAHWUN CETU "MIHTEPHET"

Jkcneptamn U 4dneHamun BpemeHHoM kKomuccnn  Coseta degepaumvv N0 pasBUTKHIO
NHPOPMaLIMOHHOrO 06LLIeCTBa B paMKaXx BbIMOJAHEHUs1 peKOMeHAALMM NapaaMeHTCKUX CyLLaHWin
"AKTyanbHble BOMpoOCbLl obecneveHns 6e3onacHOCTM M pasBUTUS geTel B WHGOPMALMOHHOM
npocTtpaHcTBe", KoTopble npownu B CoBete ®epepaunn 17 anpens 2017 r., 6binn paspaboTaHbl
METOANYECKME PEKOMEHZAUMN O pasMelleHn Ha WHOGOPMAaLMOHHLIX cTeHjaX, odpuumanbHbIX
NHTepHeT-caiTax ¥ Apyrnx MHPOpMaLMOHHbIX pecypcax obLieobpa3oBaTenbHbIX OpraHmnsaunii n
OpraHoB, OCyLLeCcTBAALWMX yrnpasneHue B cpepe obpasoBaHus, MHPopMauu o 6e30MacHOM
noBeAeHUN U UCNONL30BaHUN ceTh "IHTepHeT" (anee - MeToANYECKNe pekoMeHAaumn).

MeTognueckie pekOMeHAAUMM Hanpas/ieHbl Ha  KavyecTBeHHOe MOBblEeHVEe  YPOBHSA
NHPOPMALMOHHON . JesaTenbHocT  obieobpasoBaTenbHbIX  OpraHuWsauuii U OpraHos,
OCYLLLeCTBASIIOLLMX YNpaBneHne B cdepe 06pa3oBaHUs, B YacTh MHGOPMUPOBAHMS YUYALLIMXCS, UX
poAunTenei (3aKOHHLIX NpeAcTaBuUTeneii) n nejarornyecknx paboTHUKOB 06 OCHOBHbLIX acnekTax
nHPopmaumMoHHoN 6e3onacHoOCTU.

MeToguueckne pekoMeHAauMy No3BonsAT o6leobpasoBaTe/lbHBIM OpraHU3aUvsM 1 OpraHam,
OCyLLLeCTBASAOLNM ynpaBneHne B chepe 06pa3oBaHus, aKTyaaM3npPOBaTh YXe MCMo/ib3yemble U
pasmeLleHHble NHPOPMaLMOHHbIE MaTepunansl, Tak U NOAroTOBUTbL WX B C/lyvae UX OTCYTCTBUS C
YUETOM YULLIVX MPAKTVK 11 PEKOMEHAALMIA.

B paMkax MeToan4ecknx pekoMeHAaL i paccMaTpMBaKOTCS CleaytoLie MHCTPYMEHTHI:
1. UHPOPMALMOHHbIE CTEHADI; 4
2. opuumanbHble MHTEPHET-pecypCbl;

3. cpeacTBa MaccoBo MHGOPMaLMK (LLKONbHbIE ra3eThl, NeAaarornyeckne UsgaHns n apyrue).
NHpopMaumoHHbIe CTeHAbI

Ha nH$opMaUMOHHLIX cTeHjax B o0bLieobpasoBaTe/ibHbLIX OpPraHuU3auusX, PacnofioXXeHHbIX B
doite yupexaeHuii 1 B kabuHeTax, OCHaLLEHHbIX NepcoHabHbIMU YCTPOUCTBAMW ANA BbIXOAA B
ceTb "VIHTepHeT", pekoMeHAyeTca pasMecTuTb WHGOPMAaLUMOHHBbIE MaMATKY, cojepxalime
OCHOBHble COBeTbI N0 0becrneyeHnto MHPOPMaLMOHHOM 6e30NacHOCTU yUaLLMXCS.

B npunoxerHun N 1 K METOANYECKUM peKoMeHAaumam npeacrtasneH obpasey nNamaTku Ans
pasMeLleHNa Ha UHGOPMALIMOHHbBIX CTEHAAX.

CpeacTBa Maccosoi nHopmMaLum

B cpeacTBax MaccoBoli MHOPMALIMY, OPUEHTUPOBAHHLIX Ha O6Y4YaloLUMXCA, PEKOMEHAYeTCs B
TeueHue yue6HOro rosa peryasipHo ny6amMkoBaTb MHGOPMALMOHHbIE MaTepyasbl, NOCBALLEHHbIE
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OTAENbHBIM acrnekTaMm MHGOPMaUMOHHOW 6€30MacHOCTK, a TakxkKe pas/iyHble NamsATKy o6Luero
xapakrepa.

B cpeacTBax MaccoBoi MHGOPMAaLMW, OPUEHTUPOBAHHbLIX HA NeAarornMyeckyto o6LLeCcTBEHHOCTb,
pekoMeHzyeTcs B TeueHWe KajeHAapHOro roja perynspHo ny6ivkosaTb WUHPOPMALMOHHLIe
Matepuankl, MOCBSLIEHHbIE OTAENbHbLIM acnekTaM WHPOPMALMOHHOV 6e30MacHOCTU  Kak
HefoBepLUEHHONETHUX, Tak M 06Lleo6pa3oBaTe/ibHbIX OpPraHuU3aLmii, a TakXe pasiunyHble
NamaTky, 0630pbl HOPMATMBHO-NPABOBOr0 PeryanpoBaHns AaHHOW chepbl 1 UHbOpMaLMIO O
aKTyanbHbIX MEPONPUATUAX U COBBITHSAX B JaHHOW chepe.

B xope np}(')Bep,eHMﬂ EavHoro ypoka no 6e3sonacHoctn B ceTu "MHTepHeT" pekoMmeHAyeTcs
obecneunTb BbINYCK TeMaTUYeCKOro BbIMycka CpeAcTBa MaccoBoir MHpopmauun nnéo cepum
nybivkaumm, cpeay KOTopbIX PacCMOTPETb OpPraHM30BaHHbIE MEpPONpPUATUA ANs 06ydatoLmxcs,
NX poauTesen (3aKoHHbIX NMpeAcTaBuUTe/en) N neAarorn4eckon obLecTBeHHoOCT.

OduumansbHble MHTepHeT-pecypcsI

O6uweobpasoBaTesibHbIM OpPraHM3auUnsaM peKoMeHAyeTCss Ha cBoux oduumanbHbix WHTepHert-
pecypcax obecrneuntb GPyHKUNOHMPOBAHME CAMOCTOATENLHOMO 1 CreLnanvu3npoBaHHOro pasaena
"MHPopmaLuoHHaas 6e3onacHOCTL", B pamkKax KOTOporo npeaycMoOTpeTb pasMellieHne
cnegyrowten MHpopmaumu:

NPa3sgen/nogpasgen dopmaTt CopepxaHue matepuanos
npeacrasneHns
mMaTepvanos 4
1.JlokanbHble Konun PasmellaoTca Konum AOKYMEHTOB, T.e. CKaHWPOBAHHbLIN

HOPMaTVBHbIE AOKYMEHTOB BBApWaHT JAOKYMEHTa, COOTBeTCTBYHLMIA TpeboBaHMAM K
akTel B cpepepopmate *PDF napametrpaMm CKaHMpOBaHWA. PasmeLlaloTca  AOKYMEHTHI,

obecneveHuns pernaMeHTupyrLme  opraHusaymio  n - paboty ¢

NHPOPMaLIMOHHOW NepCcoHanbHbIMM  AaHHBLIMKW, MaHbl  MEeponpuATAA Mo

6e3onacHoCTn obecneyeHuto UHbOpPMaLIMOHHOM 6e30MacHoOCTH
e

0by4aroLwmxcs obyuyarowmxca n gpyrve.

2.HopmaTtuBHoe Konum My6naukyroTcs akTyanbHble cBejeHus O defepanbHbIX Y

perynmpoBaHve  AOKYMEHTOB BpPErnoHaNbHbIX 3aKOHaX, NMCbMax OpraHoB BacTh 1 Apyrue
dopmaTte *PDF HOpMaTMBHO-MpaBoOBble JOKYMEHTbI, perfiaMeHTupyoLme
obecneyeHune VHPOPMaLMOHHON 6e30nacHoCTN
HecoBepLUeHHOETHUX.  JlonyckaeTca  BMECTO  KOMWiA
pasMeLlaTh rMnepccbiIKN Ha COOTBETCTBYHOLLME JOKYMEHTH!
Ha caliTax opraHoB rocyAapcTBeHHON BAaCTU.

3.Meparornyecknm TekcT HaPa3MeLlaloTca MeToAnyeckne peKkoMeHAaumn 1 ykasoiBaeTcs
paboTHMKaMm CTpaHuue NHPOPMaLMA O MeponpuATUAX, MPOeKTax W Nporpammax,
canTa HanpaBneHHbIX  Ha  NoBblWeHve  WHGOPMAaLNOHHON
rPaMOTHOCTU Mejarornyeckux paboTHNKOB.
Konun
AOKYMEHTOB B
dopmarte *PDF
4.06yvaowmmea TekcT HaPa3meLlaeTcs MHPopMaLMOHHaA NamaTKa (OpunoxeHvie N 2)
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CTpaHuue N yKasblBaeTca MHopMaLma O MeponpusaTHAX, NpoekTax w
canTa nporpaMmmax, HanpasieHHbIX Ha noBbIWeHNe
NHPOPMaLMOHHOM rPaMOTHOCTU 0BYUatOLLMXCA.

5.Pogutenam TekcT HaPa3mellaeTca MHOPMaLMOHHAA NamATka (OpuaoxeHuve N
:“(3aKOHHbIM cTpaHuue 3).
dpeAcTaBuUTeNsIM) canTa
obyuvatoLmxcs
6.[leTckne TekcT HaPasmelaeTca  MHPoOpMauusT O  peKoOMeHAyeMbiX K
6esonacHble CTpaHuLue MCrMo/ib30BaHNIO B y4ebHOM npoLecce 6e3onacHbIX camTax,
CalnThI canTa 6aHHepbl 6e30MacHbIX JeTCKUX CaNTOB.

OpraHaMm, OCylecCTBAAIOWNM yripasineHne B cdepe obpasoBaHMA, PEKOMEHJYeTca Ha CBOWX
opuumnaneHelXx UHTepHeT-pecypcax obecneunTts ¢YHKUNOHMPOBaHME CaMOCTOATE/NIbHOTO U
cneuvanusnpoBaHHoro pasgena "WHdopmauuoHHas 6e3onacHoCTb", B pamKax KOTOpOro
npeaycMoTpeTb pasMellieHne cneayroLein nHpopmaumn:

MNpunoxerHue N 1

NAMATKA

«
<

NS OBYYAKOLLMXCH OB MHOOPMALIMOHHOW BE30MACHOCTU JETEN

HENbL34

P

1. BceM noapsig coobLiaTb CBOK YacTHYO MHPopMaumio (Hactosiwme ums, bamunuio, TenedoH,
aZpec, HoMep LLKOJbI, a Takxe poTorpadum cBow, CBoel cembu 1 apyseii);

2. OTKpbIBaTh BAOXEHHbIE (pali/ibl SNEKTPOHHOM NOUTY, KOrAa He 3Haellb OTrpaBuTens;
3. [py6uThb, NPUANPaTLCS, OKasbiBaTb JaB/eHMNE - BECTU Cebs HEBEXNMNBO N arpeccUBHO;

4, He pacropsixaiics feHbramy TBoeil ceMbMn 6€3 paspelleHus CTaplivx - Bcerga cnpawmusaii
poauTenen;

5. He BcTpeuaiics ¢ VIHTEpPHeT-3HaKOMbIMW B PeanbHOW XW3HW - MOCOBETYACA CO B3POUIbIM,
KOTOpOMY JloBepsielllb.

OCTOPOXHO

1. He Bce nuwyT npaegy. Yntaelws o ce6e Henpaedy B VIHTepHeTe - coo6wym 06 3TOM CBOMM
POAVTENAM UV OMeKyHaM;

2. MpurnalwatoT nepenncelBaTbCs, UrpaTb, 06MeHUBATLCA - NPOBEPb, HET Y MOABOXA;
3. He3akoHHOe KonvpoBaHue $aitnios B HTepHeTe - BOPOBCTBO;

4. Bceraa pacckasbiBaii B3poCabiM 0 Npobnemax B CeTW - OHW BCeraa NomoryT,
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5. VIcnonb3yil HacTpoiikn 6e30MacHOCTU 1 NPUBATHOCTK, YTO6bLI He NoTepATe CBOW aKKayHThbl B
CoLCeTsX 1 Apyrnx nopranax.

MOXHO

1'?"yBa>Kal7| APYrux nonb3osareneu;

2. I”rfonb3yeLch9| NHTEpPHET-UCTOYHUKOM - AieN1alt CCbiIKY Ha Hero;
3. OTKpbIBaWl TONILKO Te CCbUIKN, B KOTOPLIX yBEPEH;

3, o
4. O6LWaTbCH 3a MOMOLLBI B3POC/bIM - POAUTENN, ONEKYHbl U agMUHNCTPaLMS calToB BCeraa
MOMOryT;

5. Mpoiiamn obyueHne Ha caiiTte "CeTeBMYOK" 1 NO/yYM NacnopT Ln¢poBoro rpaxaaHuHal

MpunoxeHue N 2

NHOOPMALMOHHASA MAMSITKA
J151 OBYYAIOLLIMXCS NS PASMELLEHNSA

HA OOULINANBHBIX UHTEPHET-PECYPCAX

o
C kaxablM rogomM Monoaexm B UHTEPHETE CTaHOBUTLCA 6onblie, a LWKOABHUKU OAHU U3 CaMbIX

aKTUBHBIX MOoNb3oBaTenein PyHerTa. Mexay TeM, MOMUMO OI'pOMHOiFO KONMYecTBa BO3MOXHOCTEN,
NHTEPHET HECET N I'IpO6l1€MbI. 3Ta namMATKa A0/IXXHA NOMO4b Tebe 6e30MacHO HaxoaUTLCA B CETW.,

-~

KoMnbloTepHble BUPYCHI

KOMMbIOTEPHBI BMPYC - 3TO PasHOBMAHOCTE KOMMbIOTEPHLIX MPOrpaMm, OT/INUNTESILHO
0COBEHHOCTBI0 KOTOPOU SIBNSGTCA CNOCOBHOCTL K pa3sMHOKeHUI0. B AonosHeHe K STOMY, BUPYCh
MOryT MOBPEAVTb WAV MOJIHOCTBIO YHUUTOXMUTb BCe ¢aiibl 1 AaHHBIE, MOAKOHTPO/IbHbIE
No/MbL30BaTeNt0, OT WMMEHW KOTOporo 6bina 3anyljeHa 3apaxeHHas nporpamma, a Takxke
MOBPeAUTb VAN AaXe YHNYTOXWUTH OMepaLMOoHHYlo CVCTeMY CO BCeMy ¢aiinamu B LiesIoM. B
60NLLUNHCTBE CIyYaeB pacnpochaHsHOTc;l BUPYCb! Yepe3 MHTEepPHET.

MeToAbl 3aLnThl OT BPeAOHOCHbLIX NPOrpamMm:

1. cnonbayii coBpeMeHHbIe OMepaLyoHHbIe CUCTEMBI, MetoLLMe Cepbe3Hblil ypoBeHb 3aLnTh
OT BPeAOHOCHbLIX MPOrpamm;

2. [OCTOSIHHO YycTaHaBAMBa Maytm (UMdpoBble 3amnnatki, KOTOpble  aBTOMAaTUYeCKW
yCTaHaBAMBAIOTCA C LieNbio 40paboTkut NporpaMmbl) 1 apyrue 06HOBNEHWNSA CBOEI OnepaLMOHHON
cucTeMbl. CKaumBail MX ToNbko € oduumanbHoro caita paspabotumka OC. Ecan cywlecTeyeTt
pexuM aBToMaTU4eckoro 06HoOBNEHNS, BKNIOYY €ro;

3. PaboTait Ha cBOEM KOMMbIOTEpPE NOA NMpaBamMn NonbL3oBaTesd, a He aAMUHKNCTRATOpa. JTo He
NO3BONUT 6ONIbLWNHCTBY BPEAOHOCHLIX NporpaMm MHCTanNnpoBaTbCA Ha TBOEM MepPCOHa/IbHOM
KOMNbHOTEPE;
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4. Wcnonb3y aHTUBMPYCHble MpPOrpaMMHbIE MPOAYKTbl W3BECTHbIX Mpou3BoAuTeNnei, ¢
aBTOMaTnyeckM obHoBAeHUeM 6a3s;

5. OrpaHnyb GU3NYECKUIA AOCTYMN K KOMMBLIOTEPY 419 MOCTOPOHHUX L

6. Wcnonb3yih BHeWHWE HOCUTENW UHPopMauuu, Takve Kak dnewka, AUCK uav ¢ain uns
" MHTEPHETa, TONbKO 13 NPOBEPEHHBIX NCTOUHVIKOB;

7. He oTkpblBali KOMMblOTEpPHble aliibl, MNOAyYeHHble U3 HEeHaAeXHbIX UCTOYHWKOB. Jaxe Te
dbaiinbl, KOTOpble NpUCaan TBOW 3HAaKOMbINA. Jlyullle yTOUHW y Hero, OTrpasBAsa Jin OH Tebe ux.

Cetun WI-FI

WI-Fi - 370 He BMZ nepejayn faHHbIX, He TEeXHOOMUs, a BCero nLb bpeHs, Mapka. Ewe B 1991
rody HwuAepnaHickas KommnaHus 3aperncrtpuposana b6peHsg "WECA", uTto 0603Havano
cnoBocoyeTaHue "Wireless Fidelity", koTopblii mepeBogmTca Kak "6ecnpoBojHas TOYHOCTL".

o Halwero BpemeHW goluna Apyras abbpesuwaTtypa, KOTopas ABASETCS TAKOW Xe TexXHOoNormen.
J10 abbpesnatypa "Wi-Fi". Takoe HazBaHuve 6bINO AaHO C HaMeKOM Ha CTaHAapT BbicLlel
3BYKOBOW TexHWKu Hi-Fi, uTo B mepeBoje o3Ha4vaeT "BbICOKasA TOUHOCTL".

Ja, 6ecnnatHbI MHTepHeT-AOCTyn B Kade, OTensix W aspornoprax SABAsSeTca OT/IUYHOMN
BO3MOXHOCTbIO BbIXOJa B WHTepHeT. HoO MHOrMe akcnepTbl CYMUTAKOT, YTO obliesocTynHbie Wi-Fi
CeTU He ABNAITCA 6e30nacHbIMU.

CoBeTbl No 6e3onacHOCTX paboThl B obLeaocTynHbIX ceTax Wi-fi:

1. He nepegaBalii cBoto AnYHyo nHpopmMaumio yepes obuieaoctynHble Wi-Fi cetn. PaboTas B HUX,
XenarenbHo He BBOAWTL Napo/iv AOCTYNa, IOTUHbI U Kakue-To HoMepa;

2. Ucnonb3yh n O6HOBAAN aHIVBMPYCHble Nporpammbl 1 6paHamayep. Tem cambiM  Tbl
obe3onacunLlb cebs OT 3aKauky BUpYCa Ha TBOe YCTPOMNCTBO;

3. MNpu ncnonb3sosaHum Wi-Fi oTkaoum dyHkuuio "O6wmin aoctyn K dannam v npuHTepam".
JaHHas GyHKLMSA 3aKpbiTa NO YMOAYAHUIO, OAHAKO HeKOTopble Nob30BaTeNN aKTUBUPYIOT ee AN1A
yA06CTBa Ucrnonb3oBaHuA B pabote unn yyebe;

4, He ncnonbsyn nyénvuHein WI-FI gna nepegaun NYHbIX AaHHBIX, Hanpumep Ans BbiXxoda B
COLUUANbHbIE CETU U B SNEKTPOHHYIO NOYTY;

5. cnonb3yin ToNbKO 3alpiLeHHoe coegnHeHne yepes HTTPS, a He HTTP, T.e. npu Habope Be6-
ajpeca BBoAn nMeHHo "https://";

6. B mobunbHoM TenedoHe oTkntoun dyHkumo "MoaknroveHne k Wi-Fi asTomaTtuueckun”. He
AOMycKail aBTOMaTUYeCcKoro NoAKIOHeHUS ycTpoincTaa k cetam Wi-Fi 6e3 TBoero cornacums.

CoumanbHble ceTn

CoumanbHble CETWU aKTMBHO BXOAAT B HaWy XW3Hb, MHOrMe MoAn paboTatoT v XUBYT Tam
noCTOsIHHO, a B Facebook yxe 3apeructpypoBaH MuAAnapa 4YenoBek, UTO ABASETCA OAHOW
cebMOll Bcex Xwuteneid nnaHeTbl. MHOrMe nonb3oBaTeny He MOHMMAIOT, YTO UHbOpMaUWUS,
pa3MeLLeHHas MU B COLMaNnbHbIX CETAX, MOXeT 6biTh HaljeHa W UCNO/b30BaHa KeM YrogHo, B
TOM umncne He 06a3aTeNbHO C 61arMMmM HamepeHnsIMN.
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OcHOBHble coBeTbl No 6€30NacHOCTU B COLIMAJbHbIX CETAX:

1. OrpaHuyb CNUCOK Apy3eil. Y Teba B Apy3bsix He AOKHO 6bITb C/lydaliHbIX N HE3HaKOMbIX
nroaein;

2.13aWmiall CBOK UaCTHYIO XU3Hb. He ykaseiBali naposnu, TenedoHel, ajpeca, AaTy TBOero
POXACHUS W ADYTYIO JIMYHYIO UHGOPMALMIO. 3NI0YMBILINEHHKA MOTYT WUCMOb30BaTL Adxe
MHGOPMALIO O TOM, Kak Tbl ¥ TBOW POAVTENW NAHUPYETE NPOBECTUN KaHWUKY LI

3. 3alyMLLait CBOI penyTaLmio - AepXi ee B YNCTOTe 1 3ajaBali cebe BOMPOC: XOTeN Bbl Tbl, YTOGI
Apyrve MOMB30BaTeNV BWAENW, UTO Thl 3arpyxaews? [logymail, npexje YeM 4TO-TO
ony6/IMKOBaTh, HaNUcaTb 1 3arpy3unThb;

4. ECNv Thl FOBOPULLL C NIIOABMK, KOTOPLIX He 3Haelllb, HE WCMo/b3yit CBoe peasibHoe UMSA ¥
APYTY0 INUHYI0 MHPOPMALIIN: UMSI, MECTO XWTE/bCTBA, MECTO y4ebbl 1 Nnpovee;

5. V36erait pasMmelyeHus ¢otorpaduii B UHTepHeTe, rae Tbl M306paxeH Ha MeCTHOCTW, MO
KOTOPO MOXHO ONpeAenuTL TBOE MeCTOMNOosIoXeHN e,

6. Mpu peructpaumyt B COLUMANbLHON CeT Heob6XOAMMO MCMOoAbL30BaTh C/IOXHbIE Naponu,
cocTosime uU3 6yKB 1 Udp 1 C KOTMUYECTBOM 3HAKOB He MeHee 8;

7. Ana coumanbHoOl CETW, MOYThl U APYTMX CaiATOB HEO6X0AVIMO MCMO0/b30BaTh PasHble Napo/w.
Torga ecny Tebs B3NOMALOT, TO 3/10YMbILLNEHHWUKM NOJly4aT AOCTYN TONBKO K OAHOMY MECTY, a He
BO BCe Cpa3y.

DNeKTPOHHbIe fieHbr M P

SNeKTPOHHbIE AeHbIM - 3TO OYeHb YAO6HbIN Cnocob nnatexen, 0AHAKO CYLLIECTBYIOT MOLLEHHUKMY,
Y
KOTOpbIe XOTAT MOAYYNTb 3TN AEHbIW.

aﬂeKTPOHHbIe AeHbTWN noABMAUCL COBCEM HejaBHO W UMEHHO WU3-3a 3TOro BO MHOIMMX
rocyAapcreax A0 CUX MOp He APOonMcaHo Npo HWUX B 3aKOHax.

B Poccum xe OHU GYHKLMOHUPYIOT M O HUX YXe MPOMNMCaHO B 3aKOHe, rae WX pasAensoT Ha
HECKOJIbKO BUJOB - aHOHUMHbIE U HE aHOHUMHbIe. PasHuLa B TOM, UTO aHOHWMHbIE - 3TO Te, B
KOTOpbLIX pa3peluaeTcss MpoBoAUTL onepauun 6e3  waeHTUPUMKALUMWM nonb3osaTess, a B
HEeaHOHUMHbIX NAeHTUdMKaLUA NoNL30BaTeNs ABNSETCH 06a3aTeIbHON.

Takxe cnesyeT pasnnuaTh 3/EKTPOHHbIE GpUaTHbIE AeHbIM (PaBHbI FOCYAaPCTBEHHBIM BankoTam) 1
3N1eKTPOHHbIE HedUaTHbIE AeHbIM (He paBHbl rOCyAapCTBEHHBIM BantoTam).

OCHOBHbIe coBeTbl No 6e3onacHomn pa60Te C 3/IEKTPOHHbIMU AeHbramin.

1. MpMBAXM K cUeTy MOBWIbHBIV TenedoH. 3TO camblii YAO6HbIN v 6bICTPbIN CNOCO6 BOCCTAHOBUTL
JOCTYN K cueTy. MpnBasaHHbIl TenedpoH MOMOXeT, ecn 3abyaewlb CBOV NaaTexHsIN Naposs uiv
3alifeLlb Ha CaliT C HE3HaKOMOrO YCTPOMCTBA;

2. Vcnonb3yii ogHopasoskle napony. Mocie nepexoda Ha ycuneHHyto aBTopusaLuio Tebe yxe He
6yAeT yrpoxaTb ONacHOCTb Kpaxu UAK NepexsaTta NAaTeXHoro napons;

3. Bblbepu CNOXHbI Naposb. MpecTynHukaM 6yzeT He MPOCTO YrafaTb CI0XKHBIA Naposb.
HagexXHble Mapoau - 3T0 Naponu, KOTOpble COAePXaT He MeHee 8 3HAKOB W BK/IKOUAIOT B Ce6S
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CTPOUHbIE 1 MPOMUCHBIE BYKBbI, UdpPbl N HECKONBKO CMMBOJIOB, Takune Kak 3HaK Aonnapa, pyHTa,
BOCK/IMLATENbHBIN 3HaK 1 T.N. Hanpumep, $tRONg!;;

4. He BBOAM CBOU NYHbIE aHHble Ha caiTax, KOTOPbLIM He AoBepseLlb.
SnekTpoHHas nouTa

3n(§KTp0HHaﬂ noyTa - 3TO TEXHONOTUA W NpejoCTaB/seMble e YCNyrn Mo rnepecbiike u
MONYYEHUNIO 3NEKTPOHHbIX COOGLLEHWNI, KOTOPble pacrnpejensioTcd B KOMMbIOTEPHOW CeTu.
O6bIYHO 3NEeKTPOHHbIN MOYTOBbLIN ALK BbIFNAANT cneyroLmm obpasom:
UMSA_NONb30BaTeNa@uMa_joMeHa. Takxke KpoMe nepejayn nMpoOCTOro TekcTa, wMeeTcs
BO3MOXHOCTb NepejasBaTb pannbl.

OcHOBHBble coBeThl No 6e3onacHo paboTe € 31eKTPOHHOWN NOYTON:

1. Hago BblIGpaTb NpaBWAbLHLIA MOYTOBBIA CepBUC. B WHTepHeTe ecTb OrpoMHblli BbibOp
6ecnnaTHbIX MOYTOBLIX CEPBMCOB, OAHAKO /yylle A0BepATb TeM, KOro 3Haellb W KTO NnepBbid B
penTuHre;

2. He ykasbiBail B NMYHOW MouTe AWyHyto vHbopMauuto. Harnpumep, nydwe BblbpaTh
"My3blKanbHbIV_paHaT@" nam "pok2013" BMecTo "Temal3";

3. Vcnonb3yin AByX3TamHy aBTOpU3aumio. 3TO KOrAa MOMMMO Maposii HYy>XHO BBOAUTb KO,
npucbinaemslii no SMS;

4. Bblbepy CNOXHbIA Naponb. [N KaxAoro NouToBoro ALWMKa Jo/keH 6biTb CBOW HaAeXHbIN,

YCTOMYMBbIN K B3/IOMY Naposb;

5. Ecan ecTb BO3MOXHOCTb Hamucatb CaMOMy CBOW NIWYHBIA BONPOC, WCMONL3YA 3Ty
BO3MOXHOCTb;

6. Icnonb3yil HECKONBKO MOYTOBbLIX ALWMKOB. [MepBblii AN 4acTHOW Nepenncku ¢ agpecatamu,
KOTOPbLIM Thi JoBepsiellb. 3TO 3/IeKTPOHHLIV ajpec He Haj40 UCNoB30BaTb NpW perncrpaumu Ha
dopymax u cantax;

7. He oTkpbiBaii $aiisibl 1 Apyrue BAOXEHWS B TMCbMaX, AaXKe eCN OHWN NPULLIN OT TBOUX Apy3eit.
Jlyyie yTOUHW Y HUX, OTNPaBAAAN NN OHW Tebe 3T dpainbl;

8. Mocne okoHuYaHWst paboTbl Ha MOYTOBOM CepBUCe Mepes 3aKpbiTUeM BKN3AKW C CaiTOM He
3abyab HaxaTb Ha "BbinTn".

Kn6epbynnvHT i BUpTyanbHoOe n3AeBaTeNbCTBo

KnbepbyniuHr - npecnefoBaHWe COOBLEHUAMY, COAepXalyMn ockopbieHus, arpeccuio,
3anyruBaHue; XyiMraHcTBo; coumanbHoe 60MKOTUPOBAHNE C MOMOLLBIO Pas/INYHBIX UHTEpHeT-

CepBUCOoB.
OCHOBHBbIe COBETbI M0 6opbbe ¢ KnbepbynnnHrom:

1. He 6pocaiics B 60i4. JlydLinin cnocob: NocoBeToBaTbCs Kak cebsa BECTU 1, €C/IN HET TOro, K KOMY
MOXHO 06paTUTLCS, TO BHayvasne ycnokKouTbesi. ECIM Tbl HauHelb OTBeYaTb 0CKOP6eHUAMU Ha
ockop6neHus, To TONLKO eLle 6obLle pa3oxkellb KOHGANKT,

2. YnpaBnsai csoeli knbeppenyrauuen;
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3. AHOHUMHOCTbL B CeTW MHWMas. CyLIJ,eCTByI-OT CNocobbl BbIACHUTb, KTO CTOUT 33 @HOHUMHbBIM
AKKayHTOM;

4. He CTOUT BeCTU XyAUTaHCKUIA 06pa3 BUPTyasnbHON XM3HWU. VHTepHeT ¢ukcmpyeT BCe TBOWU
. AENCTBUS N COXPaHAET UX. YAaNuUTb NX 6yAeT KpaliHe 3aTpyAHUTENbHO;

‘g. Cobnogalt CBOK BUPTYasibHYIO YeCTb CMOOAY,;

6. UrHopupyh eavHU4HbIA Heratms. OgHOpasoBble OCKOpOUTE/IbHblE COObLUeHUa nydlue
urHopupoBaTb. O6bIYHO arpeccus nNpekpaLwaeTcs Ha HavyanbHoON cTaanu;

;3

7. BaH arpeccopa. B nporpamMMax o6MeHa MrHOBEHHbIMW COOBLLEHUAMU, B COLMANbHBIX CEeTSX
eCTb BO3MOXHOCTb 610KMPOBKM OTNPABKU COO6LLIEHWI C OMpeAeNeHHbIX aAPecos;

8. EUn Tbl cBUAETeNb KnbepbynnuHra. TBOW AEACTBUSA: BbICTYMWTb MPOTUB MNpeciefoBaTens,
nokasaTb eMy, YTO ero AeicTB1S OLLeHUBAKTCA HEeraTUBHO, MOAAEPXKATb XEPTBY, KOTOPOIA HY>XHA
NCcUXoNorMyeckas NoMoLLb, COO6LLNTE B3POCIbIM O dpakTe arpeccUBHONO NOBEAEHUS B CETU.

~

Mo6unbHbI TenedpoH

CoBpeMeHHble cCMapTGOHbI U NAaHLLETbl cogepXaT B cebe BMoJiHe B3pOC/bIA ¢yHKUMOHaN, v
Tenepb OHW MOIMYT KOHKYpPMpPOBaTb CO CTaLUMOHAaPHLIMWA KOMMNbtoTepamu. OfgHako, cpeacTs
3aUMThI ANS NOAOBHBIX YCTPOMCTB NoKa o4eHb Mano. TecTMpoBaHWe 1 NMOUCK YA3BUMOCTEN B HX
MPONCXOANT He Tak MHTEHCUBHO, Kak 4ns MK, To e camoe KacaeTcs U MOBUAbHBIX MPUIOXKEHWIA.

CoBpeMeHHble MO6UubHbIE Bpay3ephbl yXKe NPaKTUYeckn AOrHaAn HacToNbHblIe aHaNoru, oAHaKo
paclwuvpeHrne GyHKLMOHaNa BeYeT 3a CO60/ 60/bLUYH0 CIOKHOCTE U MEHbLUYHO 3aLLWLLEHHOCTb.

[laneko He BCe MNpPoOUN3BOAUTENN BbINYCKAOT 06HOB}'IEHI/Itﬂ~, 3aKpbiBawwine Kputn4deckue
YA3BMMOCTU A1 CBOUX yCTpOVICTB.

&

OCHOBHble COBETHI 47181 6€30MacHOCTN MOBUNbHOro TenedoHa:

Huuero He aBnseTca no-HactosweMmy 6ecnnaTHbiM. Byab ocTopoxeH, Beab korja Tebe
npeanaratoT 6ecniaTHbl KOHTEHT, B HEM MOTYT 6bITb CKPbIThI KakMe-To NAaTHbIe YCyri;

Aymaii, npexze 4eM oTnpaBuTbe SMS, ¢oTo unu Bugeo. Tbl TOUHO 3Haelb, rge oHWU byayT B
KOHEeYHOM uTore?

Heo6Xx041MO 06HOBASTL OMEePaLMOHHYI0 CUCTEMY TBOEro CMapTHOoHa;
Ncnonb3yii aHTUBUPYCHbIE MPOrpaMMbl ANst MOBU/IbHbIX TenedoHOB;

He 3arpy>|<a|‘/'| npunoXeHnsa OT HEU3BECTHOro WCTOYHUKA, Bedb OHU MOryT COAEPXaTb
BpeAOHOCHOE NporpaMMHoe obecneuveHwue;

Mocne TOro Kak Thbl Bblilflelllb C CailTa, r4e BBOAMA /IMYHYIO UHPOPMaLMIO, 3aaN B HACTPOMKK
6paysepa v yaanu cookies;

Mepuogmnuecku NpoBepsii, Kakne nNnaTHble YOIy akTUBPOBaHbLI Ha TBOEM HOMEPE;

Jasait cBoli HoMep Mo6unbHOro TenedpoHa TONLKO JIOAAM, KOTOPbIX Thl 3HaeWb U KoMy
AoBepsieLLb;
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Bluetooth gomxeH 6biTb BbIKAKYEH, KOrga Tbl MM He Noab3yewbcd. He 3abbiBai nHorza
npoBepATb 3TO.

Online nrpbi

Cofs‘pemeHHble OHNAWH-UTpbl - 3TO KpacoYHble, 3aXBaTblBaloLLMe pasBaeyeHUs, o6beavHsoLme
COTHU ThICSIY YeNoBeK Mo BCeMy MUpY. Wrpoku uccieaytoT AaHHbIA UM MUp, 06LIA0TCa ApPYr C
APYroM, BbINOJHAKT 3a4aHWs, CPAXKaTCs C MOHCTPAMU W MOYYaloT OMbIT. 3a YA0BO/LCTBME OHY
MNATAT: MOKYNaloT AVCK, OMavMBatoT abOHEMEHT MW NPUOBPETAOT Kakmne-To onuumu.

3
Bce 371 cpescTBa MAYT Ha NOAAepXaHue W pasBuUTUE Urpbl, @ Takxke Ha caMmy 6e30MacHOCTb:
COBEpPLUEHCTBYIOTCA CUCTEMbl aBTOPM3aLUK, BbIMYCKAOTCH HOBble NaTuu (UndpoBbie 3annaTtku
AN NPOrpamMM), 3aKpbIBaloTCA YA3BMIMOCTY CEpBEPOB.

B :I'IOAO6HbIX Urpax CToUT onacatbCA He CTOJIbKO CBOUX COMNEPHUKOB, CKOJIBKO KpaXwn TBOero
napons, Ha KOTOPOM OCHOBaHa CUCTEMAa aBTOpU3aLnn 60nbLUMHCTBA urp.

OcCHOBHbIle coBeTbl NO 6€30MacHOCTN TBOEro UrpoBoOro akkayHTta:

1. Echn apyroit urpok BegeT cebsi nMioxo uan cosgjaet Tebe HeNpUATHOCTW, 3abnokupyli ero B
CMWCKE UTPOKOB;

2. lMoxanyica agMUHUCTPATOpPaM Wrpbl Ha MJ0X0e MOBejeHWe 3TOro WUrpoka, XenaTenbHo
NPUNOXUTL Kakne-To JoKasaTeIbCTBa B BUAE CKPUHOB;

3. He ykasbiBali 1MuHyto nHGopmMaumio B npodaiine nurpsbl;
4. YBaxai gpyrnx y4acTHUKOB Mo urpe;

5. He ycTaHaBnuBain HeodpuLManbHbIe NATUN U MOJAbI;

6. cnonb3yin CNOXHbIE U pa3Hble napoﬁ'vn;

7. [laxke BO BpeMsi Urpbl He CTOUT OTK/OYaTb aHTUBUPYC. Moka Tbl Urpaellb, TBOV KOMMNbHOTEP

MOryT 3apasuTb.
#

OULLVHT nn KpaXa MN4YHbIX JaHHbIX

O6bIUHON Kpaxei AeHer U AOKYMEHTOB CErojHs yXe HUKOro He yauBuULIb, HO C pasBuTUEM
WUHTEPHET-TEXHONOTUA  3/10YMBILWNEHHUKA  MEPEeMECTUINCL B  WHTEPHET, W MpOoA0IKatT
3aHUMaTbCs "NI6UMbIM" AeNoM.

Tak nosiBMAacL HOBas yrpo3a: UHTePHET-MOLUEHHNYECTBA NN QULLINHT, M1aBHasa LieNb KOToporo
COCTOWUT B MONYYEHUU KOHOUAEHUMANbHBIX AaHHbIX Monb3oBateneit - NOrMHOB W naponei. Ha
aHrAuiickoM si3bike phishing unTaetca kak ¢uwmHr (ot fishing - peibHasa nosns, password -
naponb).

OCHOBHble cOBeTbI Mo 60pbbe ¢ PULLIMHIOM:

1. Cnegwn 3a CBOUM akkayHTOM. Ecnm Tbl nogo3pesaellb, YTO TBOA aHKeTa 6Gbina B3/0MaHa, TO
HeobXoAMMO 3a610KMpPOBaTb €e U COO6LWMTE afMUHUCTpaTopaM pecypca 06 3TOM KaK MOXHO
cKopee;

2. Vicnonb3yii 6e3onacHble BE6-CaiiThl, B TOM YUCIe, MHTEPHET-MarasmHOB 1 MOUCKOBbIX CUCTEM;
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3. Wcnonb3yih CAOXHblE W pasHble naponn. Takum obpasom, ecnn Tebs B3oMaloT, TO
3N10YMBILLNEHHVKU MOAYYAT AOCTYN TOLKO K OHOMY TBOEMY NPpOoduto B CETH, a He KO BCeM;

4. Ecnv Tebs B3NOManu, TO Heobxoanmo npeaynpeanTb BCeX CBOWX 3HAKOMbIX, KOTOpblE
A06aBJ'IEHbI Yy Tebs B APY3bsiX, O TOM, YTO Tebs B3NOMaAN U, BO3SMOXHO, OT TBOEMO NMeHU 6yp,eT
paccbliatbCa Cnam ¥ CCbIJIKW Ha (I)VILIJI/IHFOBble CanThbl;

X

5. YCTaHOBW HaAexHbli naponb (PIN) Ha MOBUNBHbLIN TeNedoH;
6. OTKNIOUM COXpaHeHVe naposns B 6paysepe;

b
7. He oTKpbIBait daiisibl U Apyrve BIOXKEHUS B MUCbMaX, axe eC/In OHY NPULLAM OT TBOWX ApPY3e.
Jlyuiue yTOUHM Y HUX, OTNPaBAAAN NN OHW Tebe 3Tu dalinbl.

Lindposas penyraums

LUudpoBas penyTaumsi - 3TO HeraTWBHas WAU MO3MTUBHaA wHpopmauus B ceTn o Tebe.
KomnpomeTupyowasa nHpopmMauus, pasMeLleHHas B NHTEPHETe, MOXeT Cepbe3HbIM obpasom
OTPa3uUTLCA Ha TBOEeW peanbHoi xusHu. "LndpoBas penytauma” - 3TO TBOW MMMUAX, KOTOPbINA
popmupyeTcs 13 uHpopmaLmm o Tebe B MHTEPHeTE.

TBOE MecCTO XWTenbCTBa, yuebbl, TBoe (UHAHCOBOE MONOXKEHNE, O0COBEHHOCTV xapakTepa W
pacckasbl 0 61M3KKX - BCe 3TO HaKan/MBaerTcs B CeTU.

MHOMMe MOAPOCTKN NErKOMbBICAEHHO OTHOCATCA K nNybaMkauMm nnvHoi uHdopmauun B
MHTepHeTe, He MOHMMasi BO3MOXHbIX NOCNEACTBUIA. Thl AaXe He CMOXellb A0raaaTbes 0 TOM, YTO
doTorpadus, pasmeLLeHHas 5 eT Hasaj, cTana NPUUNHOM 0TKada NpUHATL Tebs Ha paéoty.

KoMMeHTapuu, pasmellieHne TBovx ¢otorpaduin n apyrne fencTBus MOTyT He UCHE3HYTb AaXe
nocae Toro, Kak Tbl Ux yaanuib. Tbl He 3Haellb, KTO coxpaH’f/ln 3Ty nHpopmaumio, nonana v oHa
B MOMCKOBbIE CUCTEMbI W COXPafiMNack i OHa, a INaBHOE: YTO MOAYMAloT O Tebe oKpyXatoLne
N0AM, KOTOpPble HalAYT 1 YBUAAT 3T0. HaliTn MHPOpMaLio MHOTO /IET CrTyCTsi CMOXET /1to60ii - kak
13 A06PLIX NOBYXAEHWIA, TaK U C HAMEPEHVEM NPUYMHUTL Bped. 3TO MOXeT 6bITb KTO YrOAHO.

OCHOBHbIE COBETbI MO 3alLuTe LdPOBOIA penyTaLuii:

1. Mogymaii, Npexae 4eM uTo-To My6aMKoBaTb ¥ NepeaasaTb y cebs B 6110re NN B COUMANLHON
cety;

2. B HacTpoiikax npoduns yCTaHOBWM OFPaHUYEHVs Ha MPOCMOTP TBOEro npoduns u ero
COAEePXMMOro, Cenaii ero ToNbKo "Ana Apyseit”;

3. He pasmeluaii 1 He ykasblBaii WHPOPMaLVIO, KOTOpPas MOXET KOro-nm6o ockopbnaTs nau
obuxarb. '

ABTOpCKOE MpaBo

CoBpeMeHHbI€e LUKO/IbHWKU - aKTUBHbIE M0N1b30BaTE/N Ll,VI(I)pOBOI'O NPOoCTpaHCTBA. OpaHako ganeko
He BCe 3HalT, 4TO MoNb30BaHME MHOTMMU BO3MOXHOCTAMMU LLI/Id)pOBOFO MUpa Tpe6yeT
cobnogeHvs npaB Ha NHTENNEeKTyanbHYo co6CTBEHHOCTb.

TepMUH  "MHTeNNeKTyanbHaa  COBCTBEHHOCTL" — OTHOCUTCA K PasAnydHbBIM - TBOPEHWAM
UeNOBEeYECKOro YMa, HaumHas C HOBbIX U306peTeHuii 1 3HaKoB, 0603Ha4atoOLLINX CO6CTBEHHOCTb
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Ha NpoAyKTbl W YyCcayrn, W 3akaH4ymBasa KHuWramu, d¢otorpadusmMu, KuHopUAbBMaMU 1
MY3bIKaNbHbIMU NPOUN3BEAEHUSIMU.

ABTOpCKMe MpaBa - 3TO MpaBa Ha WHTeNNeKTyanbHyl CO6CTBEHHOCTb Ha MPOU3BeAeHUs Hayku,
JMTepaTypbl M WUCKyccTBa. ABTOpPCKME MpaBa BbLICTYNAlT B KadyecTBe rapaHTUXW TOro, 4TO
VHTE/NEKTYaNbHbIA/TBOPUYECKUN TpyA aBTopa He 6yaeT HanpacHbIM, AacT eMmy CrpaBevBble
BQSMOXHOCTW 3apaboTaTe Ha pesynbTaTax CBOEro TpyAa, MOAYyYMTb VM3BECTHOCTb M MpU3HaHKe.
HvkTo 6e3 paspeLueHus aBTopa He MOXeT BOCMPOW3BOAUTL €ro Npon3BeaeHue, PpacnpocTpaHsTh,
My6M4HO AEeMOHCTPMpPOBaTh, MpoAaBaTb, WMMMOPTMPOBAThb, MNyckaTe B MpokaTt, Ny6AUYHO
MCMONMHATLE NOKa3bIBaTL/UCMONHATE B 3dUpe nan pasMellaTts B MIHTepHeTe.

Micnonb3oBaHKe "NMpaTCcKoro” NPorpamMMHOro o6ecneyeHnst MOXeT NMPUBECTU K MHOTUM PUCKaM:
OT NOTEPU AAHHBLIX K TBOUM akKayHTam A0 6/710KMPOBKM TBOEro YCTpOWCTBa, rAe ycTaHOB/eHa
HenerasibHas Nporpamma. He cTouT TaKe 3abblBaTh, UTO CYLLECTBYIOT /lerajbHble 1 6ecnnaTHble
‘MporpaMmbl, KOTOpble MOXHO HalTV B CETW.

O noprtane

CeTeBMYOK.pP - TBOW rMaBHbIA COBETUMK B CeTU. 34eCb Thbl MOXeLUb y3HaTb 0 6e30MacHOCTM B
CeTU MOHATHBIM U JAOCTYMHbIM A3LIKOM, a MpU BO3HUKHOBEHUW KPUTUYECKOW CUTyaumn
0bpatnTbCA 3a COBETOM. A TakXe MPUHATbL y4acTne B KOHKypcax U CTaTb cambiM LM$POBbLIM
rpaxaaHnHom!

MpunoxeHne N 3
MNAMATKA AN PO,D,I/ITEHEVI"OB NHOOPMALMOHHOW BESONACHOCTW AETEA

OnpegeneHve TepMrHa "MHPOpMaLMoHHasa 6e3onacHoCTL geTe” codepxutca B PegepanbHOM
3akoHe N 436-®3 "O 3awmTe AeTeil OT NHPOPMaLUN, NPUUUHAIOLWLEN Bped WX 340POBbI0 U
pasBuUTUIO", PperyiivpyowmnM OTHOLLEHNS, C(BA3aHHble C 3aluToir JjeTeil oT wuHbopmauumu,
NPUUUHAKOLWEN Bpej WX 3A0poBbl0 U (Man) passutuwo. CornacHoO  AaHHOMY  3aKOHY
"MHpopmaLmoHHass 6e3onacHoOCTb JAeTeil” - 3TO COCTOSHWE 3aWMLEHHOCTM, NpU KOTOPOM
OTCYTCTBYET PUCK, CBA3AHHLIA C NpuYnHeHweM uHdopMaumernt Bpeda WX 340POBLI0 U (M)
dU3NUECKOMy, MCUXNYECKOMY, AYXOBHOMY, HPaBCTBEHHOMY PasBUTKIO.

B cuny deaepancHoro 3akoHa N 436-®3 nHpopmMaLmen, NpUYNHAKOLLEN Bpes 340P0BLI0 1 (M)
pasBuUTUIO AeTel, ABNAETCA:

1. HPOpMaLVs, 3anpeLLeHHasn A1s PacnpoCTPaHeHVIs cpeau aeTels;

2. nHbopmaums, pacnpocTpaHeHue KOTOPO OrpaHM4YeHoO Ccpean JAeTeil  onpegeneHHbIX
BO3PACTHbIX KaTeropuii.

3. K H$opMauumu, 3anpeLLeHHo 4na pacnpocTpaHeHusl Cpean aeTein, OTHOCUTCS:

4. nHpopmaLums, nobyxaatollas JeTeidl K COBEPLUEHWIO AEACTBUA, NPeACTaBAAIOWMX Yrpo3y nX
XW3HU 1 (MAn) 340POBLIO, B T.4. NPUYNHEHNIO BPeJa CBOEMY 340POBbLIO, CaMOybUncTBY;
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5. CNOCOBHOCTL BbI3BaThb Y AETEN XenaHve ynoTpebutb HapkoTU4Yeckne cpeAcTBa, NCMxXoTponHble
1 (UNK) OAYPMaHMBAOLME BeLLecTBa, TabayuHble N3AeNns, ankoronbHyo U CNUPTOCOAEPXALLYO
NPOAYKLMIO, MUBO W HaMWUTKY, U3roTaB/VBaeMble Ha ero OCHOBe; NPUHATL y4acTne B a3apTHbIX
Urpax, 3aHUMaTbCs NPOCTUTYLIME, 6POAAKHNYECTBOM UK NOMPOLLARHNYECTBOM;

6., 060CHOBLIBAIOLLAS WAV OMpPaBAbIBalOWAs AOMYCTVIMOCTb Hacuansa U (MAK) XeCToKocT! Anbo
NoByXAatoLLas OCyLLEeCTBASTbL HACUIbCTBEHHbIE A€ACTBUA MO OTHOLLEHWIO K IOAAM U XUBOTHBIM;

7. OTpULAIOLLAN ceMeliHble LLeHHOCTU 1 GOPMUPYIOLLAsa HeyBaXeHe K POAUTENAM 1 (M) ApYTrvM
YseHaMm Cembl;
T«

8. onpaeAbIBaloLLas MPOTVBONPAaBHOE MoBejeHNE;
9, coaepKaLlas HeLleH3ypHY0 6paHb;
10. cogepxallias MHPopMaLMio NopHOrpaduUeckoro xapakrepa.

K vHbopMaLmm, pacnpocTpaHeHe KOTOPOI OrpaHMYeHO cpean AeTeit onpeAeseHHOro Bo3pacra,
OTHOCUTCS:

1. VIHCI)OpMaU,I/IH, npeacraendemasn B Buje I/I306pa>KeHl/I$l U onNnUcaHna XXeCTokocTu, (I)VI3I/I‘-IECKOI'O
n (MN) NCNXNYECKOro Hacunua, NPecTynaeHnsa Nam NHoro aHTI/I06LIJ,eCTBEHHOI'O AGVICTBVIFI,'

2. BbI3bIBAIOWAA Y AeTel CTpax, yXac Win NaHuky, B T.4. NpeAcTaBnsemas B Buje nsobpaxerHus
AWM OMWCaHUA B YHUXAKLLEA yenoBeyveckoe JOCTOMHCTBO $pOpMe HEHACU/IbCTBEHHON cMepTy,
3aboneBaHuNsa, CaMOyBMIACTBa, HECYACTHOro cCaydas, aBapum wanm Katactpodbl u (Uam) unx
nocneaCcTBN; ‘ p

3. NpeAcTaBnseMasi B BUAE N306paxeHuUs NN ONUCaHNS MOOBbLIX OTHOLEHWA MEXAY MYXUMHON
W XEHLLMHOM;

74

4, copepxaluas 6paHHbIE C10Ba U BbIPaXeHWs, He OTHOCALLMECS K HeLleH3ypHO BpaHu.

C yueToM 3Toro Bam npeagnaraloTca npasBuna paboTbl B ceTU WIHTEpPHET A/ PasiNYHbIX
BO3pacTHbIX KaTeropuii, Ccob/toAeHVe KOTOPbIX MO3BOAUT obecrneunTs UHGOPMALIMOHHYHO
6e30MacHOCTb BallUX AeTel.

O6Lme NpaBuia ans poavitenei

1. HesaBucumo OT Bo3pacTa pebeHka MCMonb3yhTe nporpamMmHoe obecneyeHue, nomoratoulee
PUNBLTPOBATL Y KOHTPOAMPOBaTb MHGOPMaLMIO, HO He MonaraviTeck MOHOCTLIO Ha Hero. Bawe
BHMMaHWe K pe6eHKy - rNaBHblA METOJ 3aLLUThI.

2. Ecnn Baw pebeHOK WMMeeT akkayHT Ha OAHOM M3 coumanbHbIX CepBuCOB (LiveJournal,
blogs.mail.ru, vkontakte.ru v T.n.), BHUMaTeNLHO M3y4nTe, Kakylo MHPOPMaLMIO NOMELLAIOT ero
YUaCTHVIKU B CBOMX Npodunsax v 6aorax, Britovas ¢potorpadbun u Bujeo.

3. MpoBepbTe, C KaKUMW APYrUMK caiiTamMu CBA3aH couManbHbI cepBuc Bawero pebeHka.
CTpaHnuky Bawero pe6eHka MOryT 6biTb 6e30MacHbIMK, HO MOMyT U cojepxaTb CCbUIKM Ha
HexenaTeNibHble U onacHble caliTbl (HanpviMep, MOPHOCAWT, WA CaT, Ha KOTOPOM Apyr
ynoMUHaeT HoMep coToBoro TenedoHa Balero pebeHka nnm Baw gomallHuii agpec)

4, MoowpsiiTe Bawmx geTelt coobLLaTe 060 BCEM CTPAHHOM UNY OTTA/IKNBAOLLEM U He CIMLLKOM
OCTPO pearupyiTe, Korga oH1 3To AenatoT (M3-3a onaceHVs NoTepATb A0CTyN K UHTepHeTy AeTu
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He roBopAT poANTENAM O NpobsieMax, a Takxke MOTryT HayaTb MUCMo/b30BaThk VIHTEpHET BHe J0oMa U
wKonbl).

5. byabTe B Kypce ceTeBoOli XnU3HW Bawero pebeHka. IHTepecyiiTech, KTO UX Apy3ba B VIHTepHeT
_TaK Xe, KaK MHTepecyeTeck peanbHbIMU ApY3bAMU.

I::$93paCT oT 7 fo 8 net

B WHTepHeTe pebeHOK CTapaeTcs MoCeTUTb Te WM WHble CaiiTbl, a BO3MOXHO U 4aTbl,
paspelleHre Ha NocelleHne KOTOpbIX OH He Nosyunn 6bl OT poauTeneit. MoaToMy poauTensiM
0COBEHHO  MonesHbl 6yayT Te OTYEThl, KOTOpblE MPEAOCTABASIOTCA MPOrpamMMamii Mo
OrpaHUYeHunto NCrosib3oBaHWUA VIHTepHeTa, T.e. POANTENbCKWIA KOHTPOL UM TO, YTO Bbl CMOXeTe
yBUJEeTb BO BpeMeHHbIX daiinax. B pesynbrate, y pe6eHka He 6yAeT OLIYLIEeHWs, YTO 33 HUM
BeAETCA MOCTOSHHbIV KOHTPO/b, OAHAKO, POAWUTEeNn GyayT Mo-MpexXHeMy 3HaTb, Kakue caiiTbl

’ nocewjaeT mx pebeHok. JeTn B AAaHHOM Bo3pacTe 06/1aJar0T CUMbHBIM YYBCTBOM CEMbU, OHW
AOBEPUMBLI M He COMHEBalOTCA B aBToputeTax. OHW N6AST urpatb B CeTeBble Urpbl U
nyTellecTBOBaTL MO MIHTepHeTY, NCMONb3ya 3MeKTPOHHYIO MOYTY, 3aX0AUTL Ha CaliTbl U YaThl, He
pPEKOMEeHA0BaHHbIE POAUTENSIMU.

CoBeTbl Mo 6e30MnacHoOCTU B ceTu NHTepHeT ans feTeld 7 - 8 net

1. Co3paiiTe CNUCOK AOMALUHUX NPaBUA nocelleHns VIHTepHeTa Npu yyactum Aeteil n Tpebyinte
ero BbIMOIHEHUS.

2. Tpebyiite oT Balwero pe6eHka cobntofeHns BpeMeHHbIX HOPM HaX0XAeHWS 33 KOMMbIOTEPOM.
NokaxwuTe pebeHKy, YTo Bbl HabtOAaeTe 3a HM He MOTOMY UTO B&M 3To XxoueTcs, a MOTOMY YTO
Bbl 6ecrniokonTechb 0 ero 6€30MacHoOCTN 1 BCerga roToBbl eMy MOMOYb.

2

3. KomnbloTep C MOAKIIOUEHMEM K VIHTEpHETY AOMKeH HaxoAvTbCa B 0bLueii KoMHaTe nog
MPVCMOTPOM poguTeneii.

4, Vicnonb3yiiTe creumnanbHble eTCKMe MoUCKOBbIe MaLUMHbI.

5. VICHOﬂbByVITe cpeacrtea 6}'IOKI/lpOBaHI/|$| HexenatefibHoro KOHTeHTa KakK AononHeHue K
CTaHAAPTHOMY POAI/ITEI'IbCKOMy KOHTPOIO.

6. Co3/aiiTe cemMeiHbli 3NEeKTPOHHBbIA AWK, YTOBbl HE MO3BOAUTL AETAM MMeTb COBCTBEHHbIe
ajpeca.

7. Bnokupyiite goctyn K calitam ¢ 6ecrnnaTtHbIMA  MOYTOBbIMU  SILLMKAMU C  [OMOLLIbIO
COOTBETCTBYIOLLEr0 MPOrpaMMHoro obecneueHus. '

8. Mpuyunte AeTeli coBeToBaThCA C Bamu. nepes ony6avkoBaHWeM Kakow-nmbo nHdopmaumu
CpeACTBaMM 31EKTPOHHOW NOYThI, 4aTOB, PerMcTpaumoHHbIX ¢opm v Npodunen.

9. Hayuwure aeTeit He 3arpyXaTb ¢aiibl, NporpamMmMbl UM My3biky 6e3 Ballero cornacus.
10. He paspeLluaiite 4eTsIM UCNO/b30BaTb CYX6bl MTHOBEHHOrO 06MeHa COObLLEHUAMMU.

11. B "6enblit" CNNCOK CaiNTOB, pa3peLleHHbIX AN NOCELLEeHNs,, BHOCUTE TONbKO CaliThl C XOpOoLLei
penyTauuei.
12. He 3a6biBaliTe 6eceoBaTh C AeTbMU 06 1x Apy3bax B VIHTepHeTe, Kak ecan 6bl peyb Wna o

APY3bSAX B peanbHOM XN3HN.
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13. He penainte "Taby" n3 BONPOCOB MOJIOBOM XWU3HW, Tak Kak B VIHTepHeTe ATV MOryT /1erko
HATKHYTbCA Ha NopHOrpaduio NN canTbl "4nst B3pOCnbIX".

14. NpuyunTe Bawero pebeHka coobllaTs BaM O /tO6bIX Yrpo3ax WAW TpeBorax, CBA3aHHbIX C
NHTepHeToM. OcTaBaiTecb CMOKOMHbLIMUA ¥ HanoMHUTe JeTAM, UTO OHW B 6e3oMmacHOCTY, ecw
camn pacckasanu Bam O CBOMX TpesBorax. [loxBanute MX U MOCOBeTyilTe MOAOWTW elle pas B
f0A06HbIX CNyYasix.

.

Bo3spacrt getein o1 9 go 12 net

B AaHHOWM BO3pacTe ATy, kak NPaBUNo, yXe HacbIWaHb! O TOM, Kakas MHGOpPMaLms CyLLecTByeT
B MHTepHeTe. CoBepLUEHHO HOPMA/bHO, YTO OHWU XOTAT 3TO YBUAETb, MPoYecTb, ycbiWwaTk. Mpu
5TOM HY>KHO MOMHWUTb, UTO AOCTYN K HeXenaTeNbHbIM MaTepuanam MOXHO ierko 3abnokmposaTtb
Npv NOMOLLY CpeacTB POANTENBLCKOTO KOHTPOSA.

CoBeTbl Mo 6e3onacHoOCTV Ans agetenn oT 9 go 12 net

~

1. Co3galiTe CNMCOK AOMALUHWX TIPAaBUA MoOCeLleHNs VHTepHEeT npu yyactumn aetein n Tpebyinte
€ro BbIMOMIHEHUS.

2. Tpebyiite oT Bawwero pebeHka cobntogeHNss HOPM HaXOXAEHNA 3a KOMMbIOTEPOM.

3. Ha6ntogaliTe 3a pe6eHKOM Npu paboTe 3a KOMMbIOTEPOM, NOKaxXuTe emy, 4To Bl 6ecnokoutecs
0 ero 6e30MacHOCTY 1 BCerga roToBbl OKa3aTb eMy NMOMOLLb.

4. KOMMbIOTEp C MOAKMIOUEHNEM B WHTEpHET AO/MKEH HaxoauTbca B O6LLeli KOMHaTe Moa
NPVYCMOTPOM poauTeneii. ’

5. Wcnonb3yiiTe CpeacTBa GNOKUPOBAHWS HeXenaTelbHOrQs KOHTEHTa KakK /OMo/iHeHne K
CTaHAAPTHOMY PoANTENbCKOMY KOHTPOHO.

6. He 3abbiBaiiTe NpuWHWMaTbL HeNocpescTBeHHOE y4yacTue B XU3HW pebeHka, becefoBaTb C
AeTbMU 06 1X Apy3bsix B IHTepHeTe.

7. HactamBaiite, utobbl AeTn HUKOrAa He cornallanncb Ha /iMYHble BCTpeYn C Apy3baMU Mo
NHTepHeTy.

8. Mo3BonAaiTe AeTAM 3aX0ANTb TONBKO Ha CaliTbl 13 "6enoro” cnucka, KoTopslit co3jante BMecTe
C HUMW.

9. Mpuyunte aeteil HUKOrAa He BbiAaBaTb AWYHYI WHPOPMAaLMIO CPeACTBAMU 3/1€KTPOHHOM
MOYTBI, YaTOB, CUCTEM MIHOBEHHOro O6MeHa COO6LLEHNAMN, PErMCTPaLMOHHBIX $OPM, JINHHbIX
npodunei n Npyu perncTpaLmn Ha KOHKypcbl B IHTepHeTe.

10. MpuyunTe aeteil He 3arpyxaTb rnporpammel 6e3 Bawero paspelueHus. O6bacHATE UM, YTO
OHW MOIyT C/lyyYaliHO 3arpysvTb BUpPYCbl WAW  Apyroe HexenaTenbHoe rporpaMMmHoe
obecneyeHue. i

11. Co3gaiiTe Bawemy pebeHKy orpaHMUYeHHYH yYeTHYH 3anmcb Ans paboTbl Ha KOMMNblOTEpPE.

12. MpuyuuTte Bawero pe6eHka coobLliaTb BaM O NIO6LIX Yrpo3ax WAn TpeBorax, CB3aHHbIX C
NHTepHeToM. HanoMHWTe AeTsM, YTO OHM B 6€30MacHOCTY, eCiM CaMun pacckasann Bam O CBOMX
TpeBorax 1 onaceHusx.
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13. PacckaxuTe geTsiMm o nopHorpa¢un B HTepHeTe,

14, HactauBaliTe Ha TOM, UTO6bI AETW MPEAOCTaBAsSAN BaM AOCTYN K CBOEM 3NEKTPOHHON nouTe,
yTO6bI Bbl Y6EAUINCH, YTO OHW He 06LLaloTCA C He3HaKoMUamu.

15. O6BACHUTE AeTAM, UYTO HeNb3A WUCMOoAb30BaTb CETb ANA XYNUraHCTBa, pacnpocTpaHeHwus
“(CI'I)'IETEH VN1 yrpos.

Bospact getetn o1 13 o 17 ner

B 3Tom. BO3pacTe MOAPOCTKM aKTUBHO WCMO/b3YyHOT MOUCKOBbIE MalWHbI, MONb3YHOTCA
3/1eKTPOHHOM MNOYTOM, Cnyx6aMn MrHOBEHHOrOo obMeHa COOOLIEHMSIMU, CKauMBAKOT My3biKy U
¢unbMbl. Manbyrkam B 3TOM Bo3pacTte 60/bLUe No HPaBy CMeTaTb BCe OrpaHNYeHNs, OHN XaxayT
rpy6oro KOMOpa, asapTHbIX TP, KAPTUHOK "AN1st B3POCALIX". leBOYKM MpeanoumnTatoT obLaTbes B
yaTax, Npy 3TOM OHW ropasfo 6osiee 4YyBCTBUTE/IbHbI K CeKCya/bHbIM JOMOraTe/bCTBaM B
NHTepHeTe.

3avacrtyto B AaHHOM BO3pacTe POANTENAM yXe BECbMA C/IOXHO KOHTPOIMPOBATh CBOVIX AeTeld, Tak
kak 06 MHTepHeTe OHW yXe 3HalT 3HauUTebHO 60Jblle CBOWX pojuTeneil. TeM He MeHee, He
oTnyckaliTe geTeii B "cBo6ogHoe nnasaHue" no NHTepHety. CTapaiiTecb akTUBHO y4acTBOBaTh B
obueHnn peberHka B NHTepHeTe.

BaxHO no-npexHemMy cTporo cobnogaTtb npasuna NHTepHeT-6€30MacHOCTY - CoralleHne Mexay
POANTENAMU 1 AeTbMU. KpoMe TOro, HeobXoAMMO Kak MOXHO 4Yalle NMpocMaTpvBaTe OTYeTbl O
AesTenbHoCTM aeteit B WHTepHeTe. CnegyeT o06paTuTb BHUMaHuWe Ha He06XOAMMOCTb
cofiepXaHvisi poaWTenbCKMX naposeit (naponeli aAMVHWCTPATOpOB) B CTPOroM cekpete W
06paTUTb BHUMaHWe Ha CTPOrocTb 3TUX Napoeil.

CoBeTbl Mo 6e30MacHOCTM B 3TOM Bo3pacTte oT 13 go 17 net

o

1. Co3gaiiTe CNUCOK AOMALUHMX Npasun nocewjeHns VIHTepHeTa Npu y4actnn MNojpoCTKOB Y
TpebyiiTe 6€3yCNOBHOrO €ro BbiNOAHeHWs. O6rosopute C pebeHKOM CrMUCOK 3anpeLleHHbIX
caiiToB ("yepHsbIli cnKCok"), Yackl paboTk! B MIHTepHeTe, pyKOBOACTBO MO 06LieHWio B HTepHeTe
(B TOM umncne B Yatax). ’

2. KomnbtoTep ¢ NogkAo4eHneM K ceTh IHTePHET J0/1)KeH HaXoAUTLCA B obuwer KoMHare.

3. He 3abbiBaliTe 6ecefioBath C AeTbMU 06 UX Apy3bsX B VIHTepHeTe, O TOM, YeM OHW 3aHATHI
TakMM 06pasom, 6yATO peub UAET O APY3bSX B peanbHOR XM3HW. CnpawuBainte o noasax, C
KOTOPLIMW AeTN O6LLAKTCH NOCPEACTBOM C/YyX6 MrHOBEHHOro obMeHa COO6LLEeHVsIMK, YTOGHI
y6eAnTLCS, UTO 3TN OAN UM 3HAKOMBbI.

4. Vcnonb3yiiTe cpeAcTBa 6/10KMPOBaHUS HexXenaTeNbHOro KOHTEHTa Kak AonojHeHue K
CTaHAapTHOMY POANTENbCKOMY KOHTPOJIO.

5. Heo6xoAMMO 3HaTb, KakvMu YaTamu nosab3syloTca Bawum getu. Moowpainte ncnonesoBaHue
MOZEepVpPYeMbIX YaTOB ¥ HacTauBaiiTe, YTO6bI AETH He 06LaNCL B NPUBATHOM pexuMe.

6. HactauBaliTe Ha TOM, 4TOObl AE€TU HUKOrga He BCTpeYanncb IMYHO C ApPYy3bAMU U3 CETU
NHTepHeT.

7. NMpuyunTe feTeit He BblAaBaTh CBO JIMUHYIO MHOOPMALMIO CPEACTBAMM 3N1EKTPOHHON NOUTHI,
4aToB, CUCTEM MrHOBEHHOro O6MeHa COOGLLEHUAMY, PerncTpaumoHHbIX ¢opM, ANYHBIX
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